
 

 

 
 

Telephone: 0151 529 6923 

Email: FOIRequests@liverpoolft.nhs.uk 

 

28 June 2021 

Our Ref: DS/JM/FOI 7523 

 

 

 

Dear Applicant, 

 

Freedom of Information Act 2000 – Request for Information Reference: 7523 

 

Further to your request for information received 5 May 2021; please find the Trust’s response 

below. 

 
1. Do you currently use any form of electronic signing tool? 

No, however, we do use systems with electronic approval workflow. 

 

2. If yes, who is your current provider? When does the contract expire? How much does it cost per 

year? How many licences (users or transactions) do you have? 

N/A. 

 

3. How many documents do you send for signature / approval annually? What % are printed? 

N/A. 

 

4. Are your signing processes primarily paper-based? 

Yes. 

 

5. What is your current annual spend on paper, postage and document storage? 

Section 1 of the Freedom of Information Act 2000 (FOIA) – establish if information is held 

In accordance with Section 1 of the Freedom of Information Act 2000 (FOIA), we can confirm that 

the Trust does not hold the above information.  

 

We should explain that the FOIA 2000 is in relation to transparency of information held by public 

authorities and gives an individual the right to access recorded information held by public 

authorities.  

 

The FOIA 2000 does not require public authorities to create information, or to answer questions, 

provide explanations or give opinions, unless this is recorded information that they already hold. 

 

6. Do you currently have any active projects or initiatives aimed at reducing the amount of paper-

based processes? 

PaperLite – Electronic Patient Records, launched 3rd May 2021. 

 

7. If so, who is leading it? 

Chief Information Officer (CIO) 
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8. How much employee time is it taking to create, send, chase and store documents that require 

signature?  

Section 1 of the Freedom of Information Act 2000 (FOIA) – establish if information is held 

In accordance with Section 1 of the FOIA, we can confirm that the Trust does not record the above 

information.  

 

9. How many employees do you have? – As at 5 May 2021 - 13,215. 

 

10. What percentage of employees work remotely? 

Section 1 of the Freedom of Information Act 2000 (FOIA) – establish if information is held 

In accordance with Section 1 of the FOIA, we can confirm that the Trust does not record the above 

information.  

 

11. Can you provide names and contact details email/phone for the following people within your 

organisation?  

a. CIO / IT Director – Dr Jason Bincalar  

b. Head of IT – Dr Jason Bincalar  

c. Head of Digital Transformation – Dr Jason Bincalar  

d. Head of Housing Operations – N/A 

e. Head of Legal – Nichola Halpin 

f. Head of HR –James Dawson 

g. Head of Legal Services – Nichola Halpin 

Please see below statement regarding contact information. 
 
Liverpool University Hospitals NHS Foundation Trust must take a balanced view of an 
individual's right to confidentiality versus the public interest in releasing any direct contact 
information. 
 
The Trust has a legal responsibility to balance confidentiality with public interest, and on this 
occasion, as the details requested relate to a role in which the post holder’s contact information 
is not published in the public domain, the Trust has concluded there is no public interest in the 
contact information being released. 
 
This information is therefore being withheld under Section 40(2) of the Freedom of 
Information Act 2000 (FOIA) on the grounds that it is personal information. 
 
Section 16 of the (FOIA) – duty to provide advice and assistance The Trust has a duty to 

provide advice and assistance and can advise if you wish to contact a member of staff please 

send your correspondence to FOIRequests@liverpoolft.nhs.uk requesting your email is 

forwarded onto the relevant department/staff member. 

 

12. Do you currently use any of the following Microsoft applications? 

a. O365 – Yes 

b. SharePoint – Yes 

c. Teams – Yes 

d. Dynamics – No 

e. Power Automate – No 

 

13. Do you use any Adobe products? If yes, which ones? 

Yes, the Trust uses Adobe Reader as well as Adobe Acrobat Pro. 
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14. What primary software systems do you use? (Deployed Systems, Product Name, Vendor, Version, 

Contract end date & Number of licenses)  

 Product 
Name 

Vendor Version Contract 
end date 

Number of licences 

Human 
Resources 

ESR Section 31(1)(a) - Law 
enforcement of the 
Freedom of Information 
Act this information will not 
be released. Please see 
statement below. 

N/A N/A 

Patient 
related 

ICE Renewed 
annually 

Site wide 

EPRO Renewed 
annually 

Site wide 

IPM June 2023 Site wide 

EPMA Renewed 
annually 

Site wide 

Legal 
Services 

Datix Renewed 
annually 

Site wide 

Email and 
Collaboration 

Microsoft 
Office 365 

Feb 2022 Office 365 E1 – 10430 
Office 365 E3 – 500 
Office 365 E5 - 1 

 

Section 31 (1)(a) of the Freedom of Information Act 2000 (FOIA) - The prevention or detection of 

crime  

The Trust is not obliged to provide information if its release would prejudice law enforcement. In this 

case, we believe that releasing details relating to vendor and version of IT systems would prejudice 

our ability to deter cyber criminals and protect ourselves against future cyber-attacks. 

As part of the Critical National Infrastructure for the NHS, the Trust has a duty to protect the availability 

and integrity of our systems. The disclosure of the information requested could expose weaknesses in 

our systems and lead to security breaches, making the UK or its citizens; in this case our patients, 

more vulnerable to security threat. An example of why such prevention measures are required is that 

the risks are real and apparent as shown by the 12 May 2017 national breach / ransomware attack 

which affected the NHS very broadly. 

This exemption is subject to the public interest test therefore we have taken into account the public 

interest in transparency and in understanding how NHS digital systems function and what the impact 

of cyber-crime may be on NHS systems. 

The data requested, if released in the public domain, could provide information about our technological 

infrastructure which would in turn make us vulnerable to an IT security breach.  

The Trust has applied the public interest test and believes that disclosure of this information could lead 

to:  

 Prejudice the prevention of cybercrime against the Trust 

 Provide cyber criminals an advantage when testing their attacks against our system protections 

 Lead to breaches in Trust security and is therefore a reasonable threat to the confidential patient 
data held on our systems 

 Lead to temporary or long term lack of availability of IT systems  

 Lead to corruption / loss of patient data which would prevent or interrupt provision of patient care. 
 

There is a strong public interest in protecting the confidentiality of patient data and of ensuring that 

healthcare services can be provided to the public without increasing the possibility of attack by 

hackers or malware, or of putting personal or other information held on these systems at risk of 

corruption or subject to illegal access.  

The Trust has a duty to protect personal and healthcare data in line with the principles within  the Data 

Protection Act 2018 and General Data Protection Regulations:- 

“Data should be processed in a way that ensures appropriate security, including protection against 

unauthorised or unlawful processing, loss, damage or destruction, and kept safe and secure”. 



 

 

If you have any queries about this response or wish to discuss your request further please 

contact the Freedom of Information Team.  

 

Right to Review 

 

If you are dissatisfied with the handling of your request you have the right to ask for an internal 

review. 

To do this, please email FOIRequests@liverpoolft.nhs.uk and quote the reference number above. 

 

If you are not content with the outcome of the internal review, you may apply directly to the 

Information Commissioner for a decision. Generally, the ICO cannot make a decision unless you 

have exhausted the complaints procedure provided by the Trust. The Information Commissioner 

can be contacted at: The Information Commissioner’s Office, Wycliffe House, Water Lane, 

Wilmslow, Cheshire SK9 5AF. 

 

Kind Regards 

 

Freedom of Information Team 

Liverpool University Hospitals NHS Foundation Trust 

FOIRequests@liverpoolft.nhs.uk 

Please note that any individuals identified do not give consent for their personal data to be 

processed for the purposes of direct marketing.  

 
Liverpool University Hospital NHS Foundation Trust is a public sector body and governed by EU 

law. FOI requestors should note that any new Trust requirements over the EU threshold will be 

subject to these regulations and will be advertised for open competition accordingly. 

 
Re-use of Public Sector Information 

 
Where the Trust owns the copyright in information provided, you may re-use the information in 

line with the conditions set out in the Open Government Licence v3 which is available at 

http://www.nationalarchives.gov.uk/doc/open-government-licence/version/3/. Where information 

was created by third parties, you should contact them directly for permission to re-use the 

information. 
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