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1.0     Introduction 
In all walks of life any personal information given or received in confidence for 
one purpose may not be used for a different purpose or passed to anyone 
else without the consent of the provider of the information. This duty of 
confidence is established in Common Law. This includes personal identifiable 
information contained in electronic and paper notes/staff records which must 
not be removed off Trust premises. At the same time, it is clear that inflexible 
use of patient or staff information within the NHS may lead to disadvantages 
to the patient/staff or to that of the public in general. 

 
This policy should apply to any system, manual or electronic that holds 
personal identifiable information.  
 
2.0     Objective 
This policy provides guidance to all staff that hold or process patient or 
personal data as detailed by the General Data Protection Regulations (GDPR) 
2016/679, Data Protection Act 2018, The Freedom of Information Act 2000 
and other current legislation. 
 
3.0     Scope of Policy  
This policy applies to all staff employed by Royal Liverpool & Broadgreen 
Hospitals NHS Trust, including bank, agency and locum staff, students, 
voluntary staff, contractors and trainees on temporary placement, those 
holding honorary contracts or subject to the joint working agreements between 
local partner organisations. 

 
The Policy also applies to any system, manual or electronic that holds 
personal identifiable information. 
 
4.0      Policy 
 

4.1      Purpose of Information Collection 
The collection and use of patient data within the Trust is used in: 

 Provide a good basis for any treatment or advisory services to deliver 
health care 

 Allow patients and their families to work with us when we provide 
treatment or advice 

 Make sure health care is safe and effective, and the advice we provide is 
appropriate and relevant to our patients and their families 

 Work effectively with others providing patients treatment or advice 

 Review the care we provide to ensure it is of the highest standard 

 Contact patients using various reminder messages to reduce the amount 
of loss of appointments due to non-attendance 

 Train staff, support research clinical audit and development 

 Use statistical information to look at the health and wellbeing of the 
general public and planning services to meet the needs of the population 

 Support the funding of your care 

 Report and investigate complaints, legal claims and incidents 
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 Report events to the appropriate authorities when we are required to do so 
 
The collection and use of staff information within the Trust is used in: 

 Staff administration and management (including payroll and performance) 

 Pensions administration 

 Business management and planning 

 Accounting and auditing 

 Accounts and records 

 Crime prevention and prosecution of offenders 

 Education 

 Health administration and services 

 Information and database administration 

 Sharing and matching of personal information for national fraud initiative 

 To monitor staffs activity to ensure we are processing the Trust’s data in      
a safe and confidential manner and in line with codes of confidentiality, the 
General Data Protection Regulations (2016/679)  the Data Protection Act 
2018 and the Caldicott Principles 
 

Many of these functions are now supported by the electronic staff record, and 
data contained on these systems may be shared with others when monitoring 
system access. 

 
Person-Identifiable Information refers to all personal information about 
individuals held in any format by or for The Royal Liverpool and Broadgreen 
Hospitals NHS Trust.  This list is not exhaustive. 
 
All personally identifiable information should be held confidentially and 
securely. 

 
Patient information can and will be used for the effective treatment of 
patients. 
 
Personal information may be passed on to someone else: 

 with the person’s consent 

 on a strictly controlled ‘need to know’ basis, and with regard to 
Data Protection legislation 

 the recipient needs the information because he or she may be   
concerned with the patient’s care or treatment, and has a legitimate 
need to have the information  

 the use of the information can be justified for wider purposes       
for delivering personal care and treatment 

 assuring and improving the quality of patient care and treatment                      
through audit 

 auditing and controlling the access of personal identifiable data of 
patients and staff 

 monitoring and protecting public health 
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 co-ordinating NHS care with other agencies (Local Authority, voluntary    

 and independent services) 

 effective health care administration such as: 

 managing/planning services 

 contracting for NHS services 

 auditing NHS accounts and accounting for NHS performance 

 risk management (health and safety) 

 to investigate complaints 

 for teaching purposes 

 for statistical analysis, and for medical or health services research 

 the information is required by statute or Court Order 

 the sharing of information can be justified for other reasons   
           (usually for the protection of the public or protection of at risk children    
           in line with other legislation). 
 
The Trust will abide by the rules laid down by legislation. 
 
Trust responsibilities 
The Trust has a number of suitably robust information governance (IG) and 
information technology (IT) policies which support the IG framework agenda. 
 
All Trust staff will be made aware of the possibility of severe consequences of 
breaching patient confidence and will have in place an appropriate 
disciplinary procedure. 

 
The Trust will ensure that a duty of confidence requirement will be included in 
employment contracts or other documents setting out terms and conditions. 
 
Information may only be passed on for a justifiable purpose and where 
possible only minimum information about the person should be used. 
Wherever possible personal information should be anonymous (i.e. the 
person’s identity and other identifying details are removed) or aggregated 
(statistics compiled from personal information). The fact that information has 
been anonymised does not remove the duty of confidence, as it can still only 
be passed on for justifiable purposes. 
 
4.2      Providing advice on how patient and staff information is accessed 
It is neither practicable nor necessary to seek the consent of a patient/staff or 
other informants in every instance that information needs to be passed on. 
Therefore, patients/staff need to be fully informed of how the information 
which they give may be used. This will be achieved in a number of ways; 

 the Trust informs patients and staff of the purposes for which 
information about them is collected and processed, and any other 
persons or organisations to which information may need to be passed 
on in the form of its privacy notice which is available on the Trust 
website 
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 patients and staff will be advised how information will be used before 
they are asked to provide it, and should have the opportunity to 
discuss any aspects that are special to their treatment, circumstances 
or employment. 

 
4.3      Rights of access to (personal) own records 
Patients and staff have the right of access to their own records (known as a 
subject access request), and right of access to corporate records. This need 
to be made available through the formal channels under various Data 
Protection legislation, and staff must be aware that they do not have any 
rights to view their own records on their own (or colleagues) account. These 
rights are embodied within the: 

 General Data Protection Regulations (GDPR) and the Data Protection 
Act 2018 which entitles living individuals the right to have copies of any 
personal information held about them either in manual or computerised 
form 

 Freedom of Information Act 2000 encourages openness and   
transparency for all public authorities to supply recorded information 
routinely and on request 

 Access to Health Records Act 1990 relates to applications for copies of 
deceased persons records 

 Access to Medical Reports Act 1988 is in respect to reports prepared      
     for employment or insurance purposes 

 
Patients and staff do not have to give reasons for seeking access to records. 
For subject access procedure please refer to the Information Access policy 
on the intranet. 
 
4.4      Safeguarding Information required for Trust and related      
           purposes 
All Trust employees have a duty of confidence deriving from the personal 
nature of the information recorded. Consequently, the following all have 
responsibilities for protecting information: 

 

 All NHS bodies and those carrying out functions on behalf of the NHS      
have a Common Law duty of confidence to patients and staff and a 
duty to support professional ethical standards of confidentiality 

 Trust staff working for, or with the NHS who record, handle, store or   
      otherwise come across information have a personal Common Law   

           duty of confidence to patients and to their employer. This applies      
           equally to those on temporary placements (such as students or  
           trainees), volunteers together with bank, agency and locum staff. Non-  
           NHS staff working in health care settings, such as hospital social     
           workers or teachers in hospital schools are subject to similar duties of        
           confidence, as are social services staff and those of other caring            
           agencies 

 Health professionals have, by virtue of professional regulation, an   



Royal Liverpool and Broadgreen University NHS Hospital Trusts 

 

 

 

Personal Information and Confidentiality Policy                                                                                             Page   5                        
Information Assurance Manager 
 
  

 

 

      ethical duty of confidence which, when considering whether      
      information should be passed on, includes paying special regard to    

            the health needs of the patient and to his or her wishes 

 Other individuals and agencies to which information is passed   
      legitimately may use it only as authorised for specific purposes and  
      possibly subject to certain conditions (e.g. Social Services). 
 

4.5     The Data Protection Act 2018 
Personal data is that which identifies a living individual and is personal in 
nature. The Trust should treat in confidence information about deceased 
patients though the needs of relatives for certain information may require 
particular attention and sensitivity. Death certificates are not confidential. 
 
The Trust will ensure that it is correctly registered on an annual basis with the 
Information Commissioner, and that such registration is kept up to date. 
 
4.6      Responsibility for passing on information 
Trust employees are accountable for their decisions to pass on information. 
Such decisions should usually be taken by the health professional 
responsible for the patient’s care and treatment, or on the advice of a 
nominated senior professional within that body. Only minimum identifiable 
information should be used, but ensure it is adequate to complete the task. 

 
If a patient wants information withheld from someone who might otherwise 
have received it in connection with his or her treatment, the patient should be 
informed of any health or social care implications or of any other relevant 
factors (for example, the importance of the long term record held by the GP). 
In addition, the patient should be made fully aware of the use of the 
Secondary Uses Service and the flow of information from the primary care 
record (usually GP). However, the patient’s wishes should be respected 
unless there are overriding considerations to the contrary. The reason for not 
passing on information must be noted on the patient’s record. 
 
Likewise if a member of staff wants information withheld from someone who 
might otherwise have received it in connection with their employment, a 
senior member of the HR team should discuss the implications with the 
employee.   However, the staff member’s wishes should be respected unless 
there are overriding considerations to the contrary. The reason for not 
passing on information must be noted on the staff record. 
 
Identifiable Information includes: 
 

Surname Forename 

Initials Date of Birth 

Address Postcode 

Other Dates (i.e. death, 
diagnosis) 

Sex 
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Ethnic Group Occupation 

NHS Number NI Number / Local Identifier 
(i.e. Hospital or GP Practice number) 

 
This list is not exhaustive. 
 
4.7     Non-identifiable information 
Where anonymised information would be sufficient for a particular purpose, 
identifiable information should be removed wherever possible. 

 
Aggregated information may be provided to others after those in control of the 
information have taken into account clinical and other relevant considerations, 
to the point that the aggregated material on its own cannot be regarded as 
personal or identifiable patient information. Aggregated information should not 
be disclosed below a denominator of five as this may contribute to the 
identification of a person. 
 
4.8     If confidence is breached 
Unauthorised obtaining or disclosing of information by any Trust member of 
staff or person in contract with the Trust may warrant disciplinary action, 
which may also risk legal action. In addition, health professionals may be 
subject to action by their regulatory bodies. Staff are hereby given notice that 
monitoring tools support the identification of illegitimate access which may 
result in disciplinary action and even dismissal. 

 
The above point, however, should in no way detract from the general climate 
of openness within the NHS, and that, subject to health professionals’ duty of 
confidence; they have both rights and responsibilities to raise concerns about 
health care issues. 
 
Patients or staff who feel that confidence has been breached may use the 
Trust’s complaints procedures; log a call on the Trust Incident system. 
Patients and staff have a right to be told how to complain. Patients and staff 
may also complain to the Information Commissioner.  An individual also has 
the right to make a claim for judicial review if they think they have been 
directly affected by an unlawful act or decision of an NHS body or local 
authority. 
 
4.9     Patients unable to give consent 
If an adult patient is unconscious or unable, because of his or her mental or 
physical condition, (for example, patients detained under the Mental Health 
Act 1983) to give informed consent or to communicate a decision, 
authorisation to pass on information will in practice usually be given by the 
health professionals concerned. The decision should always take into 
consideration the patient’s best interests and, as necessary, the views of 
relatives or carers. However, an earlier refusal to particular information being 
passed on, given whilst the patient had the capacity to decide, should, unless 
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there are overriding considerations to the contrary, be regarded as decisive in 
circumstances similar to those envisaged by the patient. It would be 
acceptable good practice to review this type of decision on a case-by-case 
basis to ensure that the wishes of the patient are balanced effectively against 
the legality of the disclosure. 

 
4.10    Children and young people 
Young people aged 16 or over are regarded as adults for purposes of 
consent to treatment and are therefore entitled to the same duty of 
confidence as adults. 

 
Children between the ages of 12 years and 16 years who have the mental 
capacity and understanding to take decisions about their own treatment are 
entitled to decide whether personal information may be disclosed, and 
generally to have their confidence respected (for example, they may be 
receiving treatment or counselling about which they do not wish their parents 
to know). However, the child should be encouraged to involve parents or 
other legal guardians. 
 
In other instances with regard to children, decisions to disclose personal 
information may be taken by a person with parental responsibility in 
consultation with the health professionals concerned. 
 
In child protection cases, if the health professional (or other member of staff) 
has knowledge of abuse or neglect, it may be necessary to share this with 
others on a strictly controlled basis, so that decisions regarding the child’s 
welfare can be taken in the light of all relevant information. 
 
When information regarding an individual indicates that a child may be at risk 
from that individual, there is a duty to share that information with the 
appropriate agency. 
 
4.11    Complaints 
Complaints from patients or staff regarding confidentiality of their information 
will be first documented through the Data Protection Officer (DPO) who will 
ensure investigation is completed.  

 
The Trust will support the statutory right of patients and staff to complain to 
the Information Commissioner or to be raised through the courts. 

 
4.12    Security measures 
In the case of computerised data security, please refer to the Trust’s 
Information Assurance Policy and other relevant informatics policies. 

 
Arrangements will exist within the Trust for the storage and disposal of all 
patient and staff information (both manual and computer based) that will 
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protect confidentiality. However, cognisance will be taken of the needs of the 
Electronic Patient Record and the lifelong Electronic Health Record. 
  
Trust management will ensure that every possible care will be taken to avoid 
unintentional breaches of confidence (for example, by not leaving files or 
computer devices unattended). Guidance is also available concerning use of 
fax machines in a separate Trust Secure Transfer of Information Policy. 
 
Non-NHS agencies or individuals contracted to carry out Trust functions will 
be informed in their contract of the obligations to confidentiality. Action as to 
breaches of confidence will also be specified (for example, termination of 
contract). See also the 3rd Party Remote Access Policy. 
 
The Trust will abide by the guidelines for the retention of personal records as 
laid down by the Records Management Policy before considering them for 
destruction.  
 
4.13    Co-ordinating care with other agencies and sharing personal data 
The Trust should aim to deliver a “seamless” service when other agencies are 
involved in patient care. Essential information must be allowed to pass 
between the Trust,  Clinical Commissioning Groups,  Local Authority, Social 
Services, the Police and other services (such as housing, education, 
voluntary or independent bodies), where those agencies are contributing to or 
planning a programme of care. However, the information supplied will be only 
that which is necessary for the task taking into account adequacy of 
information. 

 
The patient and staff member will be made aware of the necessity of 
information sharing, and this can usually be discussed with him or her as part 
of the care planning process. In particular cases, informed explicit consent to 
share data would be gained. 
 
If the patient or staff member objects to their personal information being 
shared, the possible consequences engendered from an uncoordinated 
programme should be explained. However, the person’s ultimate decision 
must be respected unless there are overriding considerations to the contrary 
(for example, in cases of a history of violence). 
 
The Trust will ensure that patients and staff know in general terms what is 
being done and to whom information is being passed when inter-agency 
registers are created, or when information pooling takes place. 
 
4.14    Patients who are offenders 
In relation to patients who are offenders, the Health Care Service for 
Prisoners, the Probation Service, the Police and other criminal justice 
agencies may be involved in the assessment and care of patients. The Trust 
will ensure that there are agreed liaison arrangements which: 
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  enable the passage of essential information between agencies that          
      the patients know are contributing to their care and support 

  can handle sensitively the passing on of information that may be  
      required by Court Order or can be justified to protect the public 

  ensure that information passed on is used only for an authorised      
      purpose 

 
4.15    Patients receiving social security benefits 
The Trust will support the guidelines for informing the local Jobcentre Plus 
offices when a patient receiving social security benefit has been in hospital for 
four weeks (HSG (94)8). However, the patient’s consent must be obtained 
before any such information is passed on. 

 
4.16    Protecting public health 
The Trust will support the guidelines and responsibilities entailed in passing 
on information in relation to communicable diseases. Trust staff will be 
reminded of these duties annually. (See Public Health (Control of Disease) 
Act 1984 and Public Health (Infectious Disease) Regulations 1988. Relevant 
sections of the Public Health Act (Control of Disease) outweigh the Common 
Law duty of confidence and are excluded from the provisions of the Data 
Protection Act.) 

 
4.17   Teaching and research 
Any research proposals involving access to patient records require clearance 
by the Local Research Ethics Committee and the Research Governance 
Manager. They will ensure that arrangements to safeguard confidentiality are 
satisfactory, any additional conditions relating to the use of the information 
that the Committee thinks necessary are met, that any application to use 
identifiable patient information is fully justified, that patients’ specific consent 
is sought for any activity relating to teaching or research that would involve 
them personally, and that any published research findings will not identify 
patients without specific agreement. 
 
The Trust will not allow personal details of patients or staff to be passed on or 
sold for fund-raising or commercial marketing purposes. 

 
Specific statutory restrictions exist on the disclosure of information relating to 
HIV and AIDS, other sexually transmitted diseases, assisted conception and 
abortion. In the case of AIDS/HIV and other transmitted diseases, these 
restrictions do not prevent the passage of essential information to 
Consultants in Communicable Disease Control. 
 
4.18    Relatives friends and carers    
The Trust will support the patient’s wishes for disclosure of information to 
relatives and friends in line with Data Protection legislation. Carers may also 
have to be informed, for example to make arrangements for continuing care 
on discharge from hospital. 
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4.19    Statutory requirements 
The Trust will ensure that it complies with statutory requirements to pass on 
certain patient or staff information. In certain circumstances a Trust member 
of staff may have a statutory responsibility to pass on patient or staff 
information. If so, prior consultation is not required. 

 
The majority of statutory requirements concern forms of notification: for 
example, of birth and deaths (National Health Service Act 1977, s.124), 
communicable diseases, abortion, substance misuse (Misuse of Drugs Act 
1971, s.10 and Regulations on the Notification and Supply of Addicts (1973 
SI No 799) and serious accidents, in particular under the Health and Safety at 
Work Act 1974. There are also certain obligations to pass on information 
under the Mental Health Act. 
 
4.20    Litigation 
The Trust will comply with High Court Orders appertaining to the disclosure of 
documents before and during proceedings for personal injury or death, and to 
an applicant and his or her legal, medical and professional advisers. 

 
4.21    Protection of the public  
The Trust will support disclosure of information for the ‘discovery of iniquity’. 
Most commonly, these involve the prevention of serious crime, but can 
extend to other dangers to the general public, such as public health risk or 
risk of violence. 
 
Passing on information to help prevent, detect or prosecute serious crime 
may sometimes be justified to protect the public. Although there is no 
absolute definition of serious crime, section 116 of the Police and Criminal 
Evidence Act 1984 identifies some serious arrestable offences, which include: 

      Treason 
      Murder 
      Manslaughter 
      Rape 
      Kidnapping 
      Certain sexual offences 
      Causing an explosion 
      Certain firearm offences 
      Taking of hostages 
      Hijacking 
      Causing death by reckless driving 
      Offences under the prevention of terrorism legislation 

 
Also, making a threat, which if carried out would be likely to lead to: 

      serious threat to the security of the state or to public order 

      serious interference with the administration of justice or with the     
investigation of an offence 



Royal Liverpool and Broadgreen University NHS Hospital Trusts 

 

 

 

Personal Information and Confidentiality Policy                                                                                             Page   11                        
Information Assurance Manager 
 
  

 

 

      death or serious injury 

      substantial financial gain or serious financial loss to any person 
 

In other cases Directorate Managers and Heads of Service may need    
to seek legal advice before taking a decision to release information. 
 
4.22    Press and broadcasting 
The Trust will ensure that good relations with the press and broadcasting 
institutions are maintained. The Director of Communications can be contacted 
via email or via the Trust office. 
 
In dealing with the media, the patient’s or staff member’s consent will   
be obtained if he or she is capable of making a decision. Where the patient is 
unable to make a decision, the Trust may decide whether the disclosure of 
information is in the patient’s best interests, though wherever possible, 
relatives should be consulted, and legal advice taken. 
 
The Trust may comment in public (confining itself to factual information or the 
correction of any misleading assertions or published) if a patient, or former 
patient, or relative of the patient invites the media to report on his or her 
treatment. 
 
5.0      Roles and responsibilities 
The Information Assurance Manager is responsible for this policy, and for the 
operational management of data protection within the Trust. 

 
The Deputy Director of Patient Access Services is responsible for the overall 
information governance agenda. 

 
The Senior Information Risk Owner (SIRO) is responsible for the assessment 
of information and IT risks throughout the organisation. 

 
The DPO is responsible for monitoring compliance of the Trust with the new 
Regulations. 
 
5.1      Directorate Managers/head of Department/All Staff 
 
Directorate Managers/Heads of Department are responsible for ensuring that 
all staff within their departments are aware of: 

 This policy and its contents 

 How to obtain a copy if required 

 Their own responsibilities and obligations to comply with its procedures 

 To ensure that security breaches are investigated and reported in line 
with Trust procedures 
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The Deputy Medical Director (Caldicott Guardian) and Chief Information 
Officer (CIO) have senior responsibility reporting to the Trust Board. 

 
The Information Governance Group will oversee policy setting and 
implementation of this agenda. 
 
Information Asset Administrators and Owners are responsible for ensuring all 
information assets are managed and maintained within their specific 
departments, ensuring policies and procedures are communicated within the 
teams. 
 
It is the responsibility of all staff to familiarise themselves with this policy and 
all related Informatics policies and documentation where applicable and to 
ensure high standards of data protection are met. 

 
This policy is applicable to any contractors or external agencies that have 
cause to handle personal information on behalf of the Trust.  They must 
therefore ensure that data protection standards are met.  
 
A breach of the GDPR requirements could result in a member of staff facing 
disciplinary action.  The Trust Disciplinary Policy is available from the Human 
Resources Department. The Trust may also be obliged to inform the police in 
some instances. 
 
All Directorates have the responsibility to ensure their staff completes training 
on an annual basis via the mandatory training programme as well as by other 
bespoke methods of training on request. 

Disciplinary measures 
A breach of Trust policy or the data protection requirements could result in a 
member of staff facing disciplinary action. The Trust Disciplinary Policy is 
available on the intranet and from the Human Resources Department. The 
Trust may also be obliged to inform the police in some instances. 
 
All policies should be based on the most recent evidence or current best 
practice or national legislation and guidance. The supporting documents 
should be clearly identified within this section of the policy. 
 
6.0      Associated documentation and references 
This policy should be read in conjunction with all Informatics policies found on 
the on the intranet policy section. 

 
The legislation listed below also refers to issues of security and or 
confidentiality of personal identifiable information/data:  
 
GDPR - See Appendix 2 

 
The Caldicott Principles – See Appendix 3 
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Access to Health Records 1990 
This Act is only applicable for access to deceased person’s records and gives 
patient’s representatives right of access to their manually held health records.  

 
Access to Medical Reports Act 1988 
This Act allows those who have had a medical report produced for the 
purposes of employment and/or insurance to obtain a copy of the content of 
the report prior to it being disclosed to any potential employer and/or 
prospective insurance company. 

 
The Computer Misuse Act 1990 
This Act makes it a criminal offence to access any part of a computer system, 
programs and/or data where a user is not entitled to access.   

 
Some aspects of Personal Information and IT security are governed by 
various provisions of UK Law and guidance. The most relevant are:  

 IMG E5498 Ensuring Security and Confidentiality in NHS 
Organisations 

 HSG (96)18 The Protection & Use of Patient Information 

 HSC 1999/012 Caldicott Guardians 

 HSC 1999/053 For the Record 

 HSC2000/009 Protection & Use of Patient Information 

 ISO27001/2 Industry and adopted NHS IT security standards 

 Copyright, Designs and Patents Act (1988) 

 The Obscene Publications Act (1959 & 1964) 

 The common law duty of confidentiality 

 The NHS (Venereal Diseases) Regulations 1974 and the NHS 
(Venereal Diseases) Regulations 1991 

 The Human Fertilisation and Embryology (Disclosure of 
Information) Act 1992 

 The Abortion Regulations 1991 

 The Mental Health Act (1983) 

 The Mental Health Act Code of Practice (HSG(93)45) 
 

Crime and Disorder Act 1998 
This Act introduces measures to reduce crime and disorder, including the 
introduction of local crime partnerships around local authority boundaries to 
formulate and implement strategies for reducing crime and disorder in that 
local area. The Act allows (but does not impose a requirement on) disclosure 
of person identifiable information to the Police, Local Authorities, Probation 
Service or the Health Service if the purposes are defined within the Crime and 
Disorder Act.   
 
Human Rights Act 1998 
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This Act requires respect and protection of an individual’s human rights. This 
includes an individual’s right to privacy (under Article 8)  

 
Freedom of Information Act 2000 
This Act requires public authorities to release recorded information to any 
person who requests it, without knowledge of why the request is made. 

 
Regulation of Investigatory Powers Act 2000 
The Act covers the legal regulation of interception of electronic 
communications in the light of the Human Rights laws and rapidly changing 
technology. 
 
7.0     Training & Resources 
The Information Assurance Manager has overall responsibility for 
documenting awareness of confidentiality and security issues for use by all 
staff.  Staff and managers of Staff have responsibility to ensure appropriate 
time is given in order to complete mandatory training, of which Information 
Governance training is mandated, and aligns with the new Data and Security 
Protection Toolkit requirement of 95% staff completed training. 
 
7.1      Induction 
All new starters to the Trust will be expected to complete IG training at the 
start of their employment.   

 
The Information Assurance team will provide further training for data 
protection and information security to administration/ clerical staff, Consultants 
and Clinical Staff on request.   

 
7.2 Contracts of employment 
Staff contracts of employment are produced and monitored by the Human 
Resources Department. All contracts of employment include a data protection, 
information security and general confidentiality clause.  Agency and contract 
staff are subject to the same rules. Furthermore, all job descriptions will 
contain data protection and information security clauses. 
 
8.0     Monitoring and Audit 
The Information Governance Group is a sub-group of the Trust Board with 
responsibility for the ratification of information governance policies and 
approval of work programmes.  This group has senior level representation, 
shared chair responsibilities between the Caldicott Guardian and the Deputy 
Director of Information of Patient Access Services and supported from all 
appropriate areas to ensure the Trust steers this agenda appropriately.  It 
receives regular reports from the Information Assurance Manager and 
responsible staff dealing with all aspects of the agenda as outlined above, and 
approves central returns required by the Data and Security Protection Toolkit 
(DSPT) provided by NHS Digital.  
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The DSPT will be used by the Trust to conduct baseline audit and construct 
action plans for future compliance with this agenda. The work programmes in 
the individual areas will be created by adherence to the DSP standards and to 
the national standards appropriate to the individual field of activity. 

 

Minimum 
requirement 
to be 
monitored 

Process for 
monitoring, 
e.g. audit 

Responsible 
individual/ 
group/ 
committee 

Frequency 
of 
monitoring 

Responsible 
individual/ 
group/ 
committee 
for review of 
results 

Responsible 
individual/ 
group/ 
committee for 
development of 
action plan 

Responsible 
individual/group 
/committee for 
monitoring of 
action plan and 
implementation 

Relevance of 
policy to 
Trust needs 

Audit / 
Review 

IGG Annually IGG IGG IGG 

 
9.0     Equality and Diversity 
The Trust is committed to an environment that promotes equality and 
embraces diversity in its performance as an employer and service provider. It 
will adhere to legal and performance requirements and will mainstream 
equality and diversity principles through its policies, procedures and 
processes. This policy should be implemented with due regard to this 
commitment. 
  
To ensure that the implementation of this policy does not have an adverse 
impact in response to the requirements of the Equality Act 2010 this policy 
has been screened for relevance during the policy development process and 
a full Equality Impact Analysis conducted where necessary prior to 
consultation.  The Trust will take remedial action when necessary to address 
any unexpected or unwarranted disparities and monitor practice to ensure that 
this policy is fairly implemented.   
  
This policy and procedure can be made available in alternative formats on 
request including large print, Braille, moon, audio, and different languages.  
To arrange this please refer to the Trust translation and interpretation policy in 
the first instance.  
  
The Trust will endeavour to make reasonable adjustments to accommodate 
any employee/patient with particular equality and diversity requirements in 
implementing this policy and procedure. This may include accessibility of 
meeting/appointment venues, providing translation, arranging an interpreter to 
attend appointments/meetings, extending policy timeframes to enable 
translation to be undertaken, or assistance with formulating any written 
statements. 
 
9.1      Recording and Monitoring of Equality & Diversity 
The Trust understands the business case for equality and diversity and will 
make sure that this is translated into practice. Accordingly, all policies and 
procedures will be monitored to ensure their effectiveness.  
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Monitoring information will be collated, analysed and published on an annual 
basis as part of Equality Delivery System. The monitoring will cover all strands 
of equality legislation and will meet statutory employment duties under the 
Equality Act 2010. Where adverse impact is identified through the monitoring 
process the Trust will investigate and take corrective action to mitigate and 
prevent any negative impact. 
  
The information collected for monitoring and reporting purposes will be treated 
as confidential and it will not be used for any other purpose. 
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Appendix 1 – Glossary of Terms 
 

Person-identifiable information – information which can identify an 
individual with the use of combinations of data including name, address, NHS 
number, date of birth, postcode, sex, diagnosis. 
 

Data Protection Act 2018 – UK legislation concerning the processing of 
personal data relating to a natural person.  This Act is in association with the 
GDP regulations. 
 

General Data Protection Regulations 2016/679 – EU regulations 
concerning the processing of personal data relating to a natural person.  
These regulations are in association with the Data Protection Act 2018. 
 

Freedom of Information Act 2000 
This Act is intended to encourage openness, transparency and accountability 
of public services, and gives a statutory right of access to all types of recorded 
information held by the Trust. 
 
Regulation of Investigatory Powers Act 2000 - The Act covers the legal 
regulation of interception of electronic communications in the light of the 
Human Rights laws and rapidly changing technology. 
 
Crime and Disorder Act 1998 - This Act introduces measures to reduce 
crime and disorder, including the introduction of local crime partnerships 
around local authority boundaries to formulate and implement strategies for 
reducing crime and disorder in that local area.  The Act allows (but does not 
impose a requirement on) disclosure of person identifiable information to the 
Police, Local Authorities, Probation Service or the Health Service if the 
purposes are defined within the Crime and Disorder Act.   
 
.Human Rights Act 1998 - This Act requires respect and protection of an 
individual’s human rights.  This includes an individual’s right to privacy (under 
Article 8).  
 
The Computer Misuse Act 1990 - This Act makes it a criminal offence to 
access any part of a computer system, programs and/or data where a user is 
not entitled to access.   
 
The following are the main publications referring to security and or 
confidentiality of personal identifiable information/data: 

 
IMG: E5498        Ensuring Security and Confidentiality in NHS Organisations 
HSG (96)18        The Protection & Use of Patient Information 
HSC 1999/012     Caldicott Guardians 
HSC 1999/053     For the Record (currently under review) 
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HSC2000/009      Protection & Use of Patient Information 
ISO 27001        Industry adopted NHS IT security standards 
 
Access to Health Records 1990 - This Act is only applicable for access to 
deceased person’s records and gives patient’s representatives right of access 
to their manually held health records.  
 
Access to Medical Reports Act 1988 – This Act allows those who have  
had a medical report produced for the purposes of employment and/or 
insurance to obtain a copy of the content of the report prior to it being 
disclosed to any potential employer and/or prospective insurance company. 
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Appendix 2 – GDPR 2016/679 

The 11 Chapters of the Regulations are: 

1. General Provisions 
 

2. Principles 
 

3. Rights of the Data Subject 
 

4. Controller and Processor 
 

5. Transfer of personal data to third countries of international organisation 
 

6. Independent Supervisory Authorities 
 

7. Co-operation and consistency 
 

8. Remedies, liability and sanctions 
 

9. Provisions relating to specific data processing situations 
 

10. Delegated Acts and implementing Acts 
 

11. Final provision 
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Appendix 3 – The Caldicott Principles 
 

1. Justify the purposes of using confidential information 
 

2. Only use when absolutely necessary 
 

3. Use the minimum that is required 
 

4. Access should be on a strict - need to know basis 
 

5. Everyone must understand their responsibilities 
 

6. Understand and comply with the law 
 

7. The duty to share information can be as important as the duty to 
protect patient confidentiality 
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Appendix 4 - Statutory Restrictions on Passing on Information 
 

1. The NHS (Venereal Diseases) Regulations 1974 and the NHS Trusts 
(Venereal Diseases) Regulations 1991 prevent the disclosure of any 
identifying information about a patient with a sexually transmitted 
disease (including HIV and AIDS) other than to a medical practitioner 
(or to a person employed under the direction of a medical practitioner) 
in connection with and for the purpose of the treatment of the patient, 
or to prevent the spread of disease. The regulations DO NOT prevent 
the normal notification of other communicable diseases in such 
patients. 
 

2. The Human Fertilisation and Embryology Act 1990, as amended by the 
Human Fertility and Embryology (Disclosure of Information) Act 1992, 
limits the circumstances in which information may be disclosed by 
centres licensed under the Act. 

 
3. The Abortion Regulations 1991, made under the Abortion Act 1967, 

limit and define the circumstances in which information submitted 
under the Act to the Chief Medical Officer may be disclosed. 
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       Appendix 5 - Document history/version control 
 

Version Date Comments Author 

1 09/02  A Penketh 
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3 09/05  A Penketh 

4.1 08/01/07  A Penketh 

5.0 26/07/10 Revised Information Assurance 
Manager 

6.0 17/07/12 Amendments in Sections 
4.4.3, 4.5 and 4.7.3 

Data Protection 
Liaison Officer 

7.0 22/07/2014 Change of IG responsibility 
to Director of Finance, 
inclusion of CCG and HSCIC 

Information Assurance 
Manager 

8.0 25/07/2016 Review Information Assurance 
Manager 

9.0 23/07/2018 Major amendments 
regarding GDPR 
responsibilities 

Information Assurance 
Manager 

10.0 09/09/2018 Review Information Assurance 
Manager 
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