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1. Introduction 
 
The Trust provides healthcare to many patients in many varied ways as it 
fulfils its core purpose(s).  Processing information about patients is a 
fundamental, routine part of that healthcare process and includes personal 
(and special category) identifiable information contained in both electronic and 
paper case notes/staff records which must not be removed off Trust premises.   
 
On many occasions telecommunications are used to transfer information 
containing patient identifying items, both to and from internal and external 
locations.  
 
The General Data Protection Regulations (GDPR) sets out 11 Chapters of 99 
Articles which must be applied to any processing of personal and special 
category data and works in conjunction with the Data Protection Act 2018. 
 

2. Objective 
 
It is well documented that the use of telecommunications without appropriate 
controls is an insecure method of transferring confidential patient information. 
However, currently, there are limited alternatives to this transfer method.  The 
objectives of this document are: - 
 

 To raise staff awareness of the risks associated with the use of manual 
and electronic systems when transferring confidential patient 
information. 

 

 To encourage the use of anonymisation and pseudonymisation of 
confidential patient information wherever possible in regard to all 
methods of transporting information. However we must have regard for 
adequacy of information to complete the task. 

 

 To ensure that all Trust fax machines are used appropriately in 
accordance with their location and guidelines laid down in this policy. 
 

 To ensure that the email system is used appropriately and in 
accordance with the Trust’s Email and Internet Use and Monitoring 
Policy. 
 

 To ensure that the correct procedures for the transportation and 
posting of information are adhered to. 
 

 To make staff aware of the correct procedures regarding telephone 
conversations. 
 

 Confidentiality of information held on white boards 
 

 To make staff aware of the procedures around automated electronic 
communications outside of the Trust ie GP’s 
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3. Scope of Policy 

 
This document offers guidance to all Trust Staff transmitting or receiving 
confidential patient or staff information, via telecommunications either to or 
from internal and external locations. This policy also includes any 
paper/manual records that are transported between Trust sites.  This includes 
the use of telephone, postal services, transportation, email, internet, fax and 
physical movement of confidential and sensitive records.  This list is not 
exhaustive. 
 

4. Policy 
 
4.1 Contacting Patients by telephone 

When contacting patients via the telephone, the following guidelines 
should be followed: 
 

 Ring the number in the health record unless alternative 
arrangements have been made with the patient/staff. 
 

 Always ask for the patient by full name to ensure that you are 
speaking to the correct person and seek verification through the 
confirmation of such details as date of birth, etc. 

 

 Do not leave messages with another person without prior 
agreement.  
 

 Do not leave messages on answer machines if there is any doubt of 
who the call is meant for unless the call is urgent, and then a name 
and contact number should be left. The name of the Trust should 
not be used. 

 

 Ensure that the patient is able to discuss the purpose for the 
telephone call and if this is not possible, arrange to call back at 
another time. 

 

 Ensure at all times that confidential information is not disclosed to 
any person other than the patient, unless prior consent has been 
obtained and recorded. If challenged over your refusal to give out 
patient information, refer the matter to a supervisor. 

 

 Be aware of the dangers of leaving messages – have you got the 
correct number; who might hear the message; will the recipient 
understand the message and how can you be certain the patient 
has received the message. 

 
4.2 Contacting Patients by automated telephone or text message 

Automated telephone messaging and text messaging can be used to 
contact patients to remind them of future appointments, or to advise 
patients to contact the department.   Details of how and what information 
is processed is included in privacy notices on the Trust’s website, sent out 
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to patients with new appointments and available around the hospital site. 
The following must be adhered to when using this form of communication: 
 

 The PAS would be used to check the patients contact telephone 
number. 

 

 If the patient has not opted out, automated systems contact the 
patients to remind them about forthcoming appointments, and the 
system would endeavour to contact the patient by other means to 
provide this service. 

 

 The text message should not contain any information that would 
breach the patient’s confidentiality if seen by someone else. 

 

 The patient has a choice to opt out of the system and once a 
request is received from the patient, a confirmation letter should be 
sent to the patient.   

 
Should any departments wish to adopt automated or text messaging as a 
method of contacting patients, they should first contact the System 
Support Manager on extension 6032 who will liaise with our 3rd party 
provider and the Information Quality Manager to determine resource 
requirements and timescales for implementation. 
 

4.3 Contacting patients by email 
Many patients contact clinicians by email asking a variety of questions 
from confirmation of appointments to more in depth requests for clinical 
information.  When responding to patients by email, the following 
guidelines should be adhered to: 
 

 The patient will most likely have contacted their clinician using a 
generic non secure email address such as a Gmail/hotmail account.  
There is an expectation that if the patient has contacted the hospital 
in this way, then there is a form of implied consent, but the patient 
may not be aware of the dangers of using unencrypted email 
services.  Personal, special category information must not be sent 
from the Trust to these accounts due to the lack of security of these 
accounts without encryption and the Trust has an easy way to 
encrypt outgoing emails which requires the patient to register a 
password to decrypt the encrypted emails. 

 
Further guidance can be sought from the Email and Internet Use and 
Monitoring Policy. 
 

4.4 Guidance for when relatives and other agencies contact the Trust for 
information about the patient 
When patients are admitted to the Trust it can be a distressing and 
upsetting time for their relatives or friends who tend to automatically 
presume they have a right to information about the patient’s condition.  
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Whilst we always strive to allay any fears over the patient’s condition, we 
must at all times remember that the patient has a right to confidentiality 
which outweigh the relatives/friends concerns.  
 
If the patient is awake and able to make informed decisions, consent must 
always be obtained before any information is passed on to anyone, 
regardless of who they are (relative, carers and police.)  

 
The following action should be taken by all wards and departments:- 
 

 Consent obtained from the patient with the name of the designated 
person to disclose information to, recorded in patient’s case note. 

 

 Disclosure should be to the designated person and they should in 
turn be asked to disseminate this information to other family 
members. 

 

 Password system is recommended in dealing with relatives 
enquiries for certain circumstances, i.e. relative lives far away, 
unable to visit due to sickness. 

 

 Password should be suggested by patient and relative and recorded 
with the consent in the patient’s case note. 

 

 The name of the relatives entitled to this information and the 
password must be recorded in nursing notes, so that all staff 
dealing with this patient knows that it is acceptable to liaise with only 
those family members. 

 

 Relatives must be advised not to share this password, as this 
service has been provided to allay their fears and this facility would 
be withdrawn if used by unauthorised persons.  

 

 If a caller requesting personal information claims to be from an 
external agency such as the media/police, they should be contacted 
via the switchboard of the organisation they are calling from, to 
determine that they are who they claim to be, and to discuss the 
nature of the information they require, which will in turn help us to 
make an informed decision as to whether or not they are legally 
entitled to this information (there are some exemptions under the 
Data Protection Act to releasing confidential information).  

 
ITU regularly use passwords to liaise with the Police when dealing with 
patients who have been involved in serious crime, where consent from 
patient cannot always be obtained.  
 
This is only used for verbal information relating to care and condition of 
the patient, if any physical information is required (copy of case notes) the 
Information Assurance team would need to co-ordinate approval for 
possible disclosure (the Caldicott Guardian may be involved). 
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4.5 Contacting Healthcare Professionals 
When contacting other Healthcare professionals, the following guidelines 
should be adhered to: 

 

 If the contact is by telephone, ensure where possible, that the 
conversation may not be overheard by any person not directly 
involved with the patients care. 

 

 Use a published or internal telephone directory to contact the 
individual. 
 

 Ask for the member of staff by name and if not available call back at 
a later time or request a return call. Personal information should not 
be divulged as part of the message. 
 

 If using email to communicate, internal email communication would 
be appropriate.  Ensure that the correct email address is used (your 
email default address book should be set to ‘All Users’ and not 
‘Global’ to ensure accidental selection of an email address is 
avoided). If external email communication is needed, ensure that 
any special category information is included between NHS.net 
accounts, or by using the Trust’s email encryption tool which 
ensures that all communications are safe. 
 

 Details of how to encrypt emails can be obtained via the information 
assurance intranet page. 
 

 NHS mail provides encryption between NHS mail addresses only.  
Messages forwarded or copies to other types of email accounts will 
not be encrypted. 

 
4.6 Communication relating to Staff Members 

When a telephone call is received relating to a member of staff, the 
following guidelines should be adhered to: 
 

 Information should not be given out over the telephone about a staff 
member. Home address and telephone numbers should never be 
divulged without consent. 
 

 In the event of an urgent enquiry, take the details from the caller 
and contact the member of staff so that they can respond. 

 

 If the member of staff is not on duty, the line manager should be 
informed who will then take any appropriate steps in relation to 
contacting the member of staff. 

 

 Any companies requesting confirmation of an employee’s position, 
salary etc should be asked to make the request in writing to the 
Access to Information Department. 
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 If using email to communicate, internal email communication would 
be appropriate.  Ensure that the correct email address is used (your 
email default address book should be set to ‘All Users’ and not 
‘Global’ to ensure accidental selection of an email address is 
avoided). If external email communication is needed, ensure that 
any personal and special category information is included between 
NHS.net accounts, or by using the Trust’s email encryption tool 
which ensures that all communications are safe. 

 
4.7 Automated electronic communications outside of the Trust 

Under no circumstances should person identifiable data be sent to other 
Trusts or organisations without using encrypted emails or NHS mail 
accounts. For further information please contact the Information Security 
Officer on extension 3671. 
 
Electronic communications are sent between the Trust and GP’s (such as 
results and discharge summaries) using encrypted data transfer service 
servers which are both secure and reliable. 
 
Staff should be aware that email monitoring software is used which 
identifies any personal (and special category) identifiable data or 
commercially sensitive data. 

 
4.8 Mail service for transporting personal identifiable data via external 

mail 
When sending patient identifiable information outside of the Trust using 
the normal postal system, the following guidelines should be adhered to: 
 

 Confirm the name, department and address of the recipient. 
Incorrectly addressed mail could result in a breach of the Data 
Protection legislation and result in delayed delivery. 

 

 Seal the information in a robust envelope. 
 

 Mark the envelope “Private and Confidential to be opened by 
addressee only”. 

 

 Mark returned P.O. Box number on the envelope. 
 

 Dependent on the information a signature may be required to 
provide proof of delivery or receipt. 

 

 When appropriate, send the information by Recorded Delivery. 
 

 When necessary, ask the recipient to confirm receipt. 
 

 When sending out information in the post where the recipient might 
not be clear as to the identity of the originator, staff should ensure 
that either a compliment slip is included or that the enclosure clearly 
states the name, title and contact details of the sender. 



Royal Liverpool and Broadgreen University Hospitals NHS Trust 

Information Assurance Manager 
EQMS 3628 V14 Secure Transfer of Information Policy 
 10  

4.9 Mail service for transporting personal identifiable data via internal 
mail 
When sending patient identifiable information internally, the following 
guidelines should be adhered to: 
 

 The internal address of the intended recipient should be confirmed 
prior to sending any information internally. 
 

 The envelope should be sealed and addressed to the full location of 
the intended recipient. 
 

 Incoming mail is to be opened away from public areas and by the 
addressee or designated personnel only.  
 

 When sending out information where the recipient might not be 
clear as to the identity of the originator, staff should ensure that 
either a compliment slip is included or that the enclosure clearly 
states the name, title and contact details of the sender. 
 

 Confirmation of receipt may be sought to ensure delivery has 
occurred. 

 
4.10 Secure Data Transportation – manual documentation 

Manual (paper) person identifiable information (other than health records) 
must not be removed from Trust premises without assessment.  If it is 
absolutely necessary to transport manual (paper) lists to support essential 
patient care, then data flow mapping and risk assessments must be 
completed.  The assessment must justify the continued transportation of 
manual (paper) information (rather than electronically held encrypted 
information).   
 
All removable media (Laptops, USB sticks CD’s PDA’s) diaries containing 
patient identifiable data (PID) must be Trust purchased, encrypted and 
secure. All flows of electronic personal identifiable information must be 
mapped and logged with the Information Assurance team.. Further 
guidance can be obtained from the Mobile Device Acceptable Usage 
Policy. 
 
All personal identifiable data flows such as external e-mail, fax, x-ray 
images CD sent by post etc must be mapped and risk assessed. All flows 
must be reviewed biennially and logged with the Information Assurance 
team. Data Flows identified as medium or high risk must have a solution 
to reduce the risk. For further guidance contact the information assurance 
team on 3671. 
 
When patients health records are taken off site the following 
guidance must be adhered to 
 

1. Record what information you are taking off site and why, and if 
applicable, where and to whom you are taking it. 
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2. Provide contact phone number, so contact can always be 
maintained in case information is required back on site urgently. 
 

3. Information must be transported in a sealed container. 
 

4. Information must be transported using a Trust approved method, 
e.g. Health Records Delivery van.  All health records that are moved 
via other means must be mapped and risk assessed and logged 
with the Data Protection office. 
 

5. It must be transported directly from site to site with out any 
unauthorised stops. 
 

6. Never leave personal identifiable information unattended at any 
time. 
 

7. Ensure the information is returned back on site as soon as possible, 
and by day end. 
 

8. Record that the information has been returned. 
 

9. If information is to be transported via taxi, only the authorised Trust 
Taxi firm must be used. This must be logged in each department’s 
taxi request book and requested via switchboard.  
 

4.11 Trust facsimile locations – Risk Assessment   
All Trust fax locations must be assessed locally for risks to confidentiality 
by Divisional staff.   This will identify the risks attached to each fax 
location and attribute the location to one of two categories.   
 
These categories are: -  
 

1. A fax location designated secure 
 

2. A fax location designated non-secure (i.e. unsuitable for the transfer 
of confidential patient or staff information) 

 
The risk assessment will ensure the resulting category decision will reflect 
the risk assessment criteria. Risk assessment forms are available in 
Appendix E.  Copies of all risk assessments and action plans must be 
included in the departmental risk register and registered on the Trust’s 
corporate Datix system, (dependant on the severity of the risk) 
 
Only designated ‘secure’ fax machines should be used for the 
transmission and/or receipt of confidential patient or staff information (i.e. 
including identifying data items).   

 
4.12 Trust facsimile locations – criteria for confidentiality 

The Trust has many facsimile machines which are analogue and classed 
as ‘old technology’.  For a number of years now the use of multi-functional 
devices (MFD’s) has been rolled out which has allowed for a more secure 
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system of fax communications.  When staff log onto their MFDs then any 
waiting faxes are printed. 

 
When the Trust moves to its new location, none of the analogue faxes will 
be transferred and any digital faxes will be processed in an encrypted 
email, so resulting in the cessation of the paper documents.  Risk 
assessments must still be undertaken around this communication method 
by the Information Asset Owners. 

 
For any Trust fax machine to be defined ‘secure’, the following risk-
assessment criteria must be satisfied: - 

 
It must be in a physically secure location.  This means in a lockable 
cupboard or behind a lockable door thus effectively restricting access to 
staff only and, wherever possible, designated staff only.  Local 
arrangements must prevent the possibility of unauthorised access to 
confidential information.   The question to be asked is ‘If the machine 
received confidential patient information, who might see it?’   

 
The following definitions indicate levels of access: 

 

 Level 0 – access to fax location is available to patients/general 
public therefore the location is not secure. 

 

 Level 1 – access to fax location is staff only therefore the location is 
secure. 

 

 Level 2 – access to fax location is designated staff only therefore 
the location is more secure. 

 
Arrangements to leave a fax machine switched on, outside of office hours, 
in a locked room/cupboard should be agreed by the local fire officer 
before instituting.  If it is not switched off outside of normal office hours, 
arrangements must be in place to prevent access to any incoming items 
by unauthorised staff (i.e. domestic staff unless their contract of 
employment includes a relevant confidentiality clause).  
 

4.13 Trust facsimile ownership 
There must be clearly defined ‘local’ ownership and responsibility at a 
senior level for faxed information. The local department head or senior 
staff member (who has operational responsibility for the use of patient 
information) shall be designated ‘Fax Location Co-ordinator’.  This 
responsibility may be delegated to a nominated individual within the 
department. 

 
There must be clearly defined delegated ‘local’ ownership and 
responsibility at an operational level for faxed information. Where 
practicable named individuals shall be identified as designated staff to be 
responsible for managing the fax transfers of confidential information on a 
day to day basis. This should be on a ‘need to know’ basis and only such 
authorised staff should have access to the fax machine.  Wherever 



Royal Liverpool and Broadgreen University Hospitals NHS Trust 

Information Assurance Manager 
EQMS 3628 V14 Secure Transfer of Information Policy 
 13  

possible, this number should be a minimum number of local staff.  If, 
however, local requirements dictate that all staff need access to fax use, 
then senior staff must nominate an individual who will ensure that all staff 
are aware of their own responsibilities, and will monitor activity to ensure 
appropriate use. 
 

4.14 Regular (unavoidable) internal transfer of confidential patient  
information 

  
In these circumstances, senior staff members from each location, i.e. 
sender and recipient, must liaise to agree the following: - 

 

 The inclusion of patient identifying data items is relevant and limited 
to what is necessary to the purpose for which they are processed 
 

 In areas with high volume faxing or large staff groups both areas 
should have a designated individual who will ensure that all users 
are aware of their own responsibilities, and will monitor activity to 
ensure appropriate sending and/or receiving of faxed information. 

 

 Both fax locations are secure, and local arrangements are made 
regarding transfers i.e. at a specific time, with a confirming phone 
call, with a double fax etc. 

 
4.15 Regular (unavoidable) external transfer of confidential patient 

information 
In these circumstances, a senior Trust staff member or department head 
must liaise with a senior representative of the sender/recipient to agree 
the following: - 

 

 The inclusion of patient identifying data items is relevant and limited 
to what is necessary to the purpose for which they are processed 

 

 Both fax locations are secure, and local arrangements are made 
regarding transfers i.e. at a specific time, with a confirming phone 
call, with a double fax etc. 

 
4.16 Cancer Referrals 

All Cancer proformas are sent to the Trust via the GP Cancer Fax Line 
which is a designated Fax: 0151 706 5655. This fax is based in an office 
within the Health Records Call Centre. These faxes are dealt with 
immediately, so as to comply with the two week rule. All Cancer referrals 
must be sent to this fax and not be sent to any other fax. 
 

4.17 Circumstances when fax should not be used special category Patient 
Information 
Information such as that concerning HIV status; venereal disease; drug 
abuse; incriminating evidence etc should never be transmitted using 
facsimile equipment. 
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Special care must be taken in regard to the disposing of ink rollers from 
certain fax machines where identifiable information can still be read on the 
roller. Staff must ensure that this type of roller is returned to the Supplies 
Department for secure disposal. 

 
4.18 Use of dry wipe whiteboards 

The Trust has a number of dry wipe whiteboards in use around ward and 
clinic areas.  The amount of information contained on the white boards 
needs to be kept to a minimum (such as patient initials only) and 
functionally appropriate to ensure the business needs are met and the 
confidentiality of the patients maintained.  If a patient insists that they do 
not want this information displayed in a visible public area, you must 
respect their decision. 
 
A risk assessment needs to be completed by the department to ensure 
that any risks are lowered specifically when associated with personal  and 
special category information.  

 
4.19 Transcribing of telephone messages 

 Recorded telephone messages containing person identifiable information 
or special category information such as the names and addresses of 
applicants telephoning for a job application, or patient details must be 
received in to a secure location, so that only those entitled to listen to the 
message may do so whilst it is being played back. 
 
If you use any kind of message book to note messages for absent staff 
members, this should also be stored securely. 

 
4.20 Pigeon-holes/In trays for paper information 

Regular housekeeping must be carried out in areas where pigeon holes or 
in-trays are used to disseminate corporate and person/patient identifiable 
information.  Nothing should be left in these overnight especially in 
relation to special category information.  In addition, any visit, appointment 
or message book should be stored in a secure area when not in use and 
in line with the Information Assurance Policy (clear desk). 
 

4.21 Incident Reporting 
All incidents occurring within the Trust MUST be recorded on Datix within 
48 hours, investigated and monitored. The Trust provides a number of 
different mechanisms for reporting of an Incident: 
 

 Via the Trust’s Datix Incident Reporting Form; 

 Via telephone to the IT Service Desk (Ext 5499); 
 
Some incidents may impact on other parts of the NHS e.g. a computer 
virus and if such an event occurs, the incident will be reported on the Data 
Security and Protection Toolkit (DSPT) within 72 hours. 
 
A security incident is defined as any event, which has resulted, or could 
have resulted in: 
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 The disclosure of confidential information to any unauthorised 
individual. 

 

 The availability of the system or information being put at risk. 
 

 An adverse impact, for example: 
 

- Embarrassment to the organisation / NHS 
- Threat to personal safety or privacy 
- Legal obligation or penalty 
- Financial loss 
- Disruption of activities 

 
The majority of security breaches are innocent and unintentional, for 
example a misdialled number which was noticed before transmission 
would be a minor occurrence, but the transmission of patient information 
to the wrong recipient due to a misdialled number would be much more 
serious in nature. 

 
Loss of personal identifiable data may result in: 

 

 The breach being published in the annual report and on the 
Freedom of Information web site. 
 

 The initiation of the Serious Untoward Incident (SUI) process with 
subsequent  reporting to the Clinical Commissioning Group 

 

 The incident being reported on the DSPT and ultimately the 
Information Commissioners Office website. 

 
Staff should report any actual or suspected breaches of security or 
potential weakness in secure operation of any systems, including 
facsimile equipment. 

   
For further guidance, the Information Security Officer can be contacted on 
3671. 

5. Roles and Responsibilities 

 
The Information Assurance Manager is responsible for this policy, and for the 
operational management of data protection within the Trust. 

 
The Deputy Director of Information and Patient Access Services is 
responsible for the overall information governance agenda. 

 
The Senior Information Risk Owner (SIRO) is the Chief Information Officer 
and is accountable for information risk within the Trust and advises the Board 
on the effectiveness of information risk management across the organisation. 
Operational responsibility for Information Security shall be delegated by the 
SIRO to the Trust’s Information Assurance Manager.  All Information Security 
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risks shall be managed in accordance with the Trust’s Risk Management 
Policy. 

 
The Data Protection Officer is responsible for ensuring that the Trust and its 
constituent business areas remain compliant at all times with Data Protection, 
Privacy and Electronic Communications Regulations, Freedom of Information 
Act and the Environmental Information Regulations. The Data Protection 
Officer shall: 
 

 Lead on the provision of expert advice to the organisation on all 
matters concerning the Data Protection Act, compliance, best practice 
and setting and maintaining standards 
 

 Provide a central point of contact for the Act both internally and with 
external stakeholders (including the Office of the Information 
Commissioner) 

 

 Communicate and promote awareness of the Act across the Trust 
 

 Lead on matters concerning individuals’ right to access information 
held by the Trust and the transparency agenda 

 
The Caldicott Guardian is the Deputy Medical Director and is responsible for 
ensuring implementation of the Caldicott Principles and Data Security 
Standards with respect to Patient Confidential Data. 

 

The Information Asset Owners (IAOs) are senior/responsible individuals 
involved in running the business area and shall be responsible for: 
 

 Understanding what information is held 

 Knowing what is added and what is removed 

 Understanding how information is moved 

 Knowing who has access and why 
 

All Senior Managers, Heads of Department, Information Risk Owners and 
Directors, defined as Senior Responsible Owners (SROs), are individually 
responsible for ensuring that this policy and information security principles 
shall be implemented, managed and maintained in their business area. This 
includes: 
 

 Appointment of Information Asset Owners (IAO) to be responsible for 
Information Assets in their area(s) of responsibility 
 

 Awareness of information security risks, threats and possible 
vulnerabilities within the business area and complying with relevant 
policies and procedures to monitor and manage such risks 

 

 Supporting personal accountability of users within the business area(s) 
for Information Security 
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Ensuring that all staff under their management have access to the information 
required to perform their job function within the boundaries of this policy and 
associated policies and procedures 
 
5.1 General Managers/Heads of Department/All Staff 

General Managers/Heads of Department are responsible for ensuring that 
all staff within their departments are aware of: 

 

 This policy and its contents 

 How to obtain a copy if required 

 Their own responsibilities and obligations to comply with its 
procedures 

 To ensure that security breaches are investigated and reported in 
line with Trust procedures and within 72 hours of the incident 
occurring 

 
The Deputy Medical Director (Caldicott Guardian) and Chief Information 
Officer (CIO) have senior responsibility reporting to the Trust Board. 
 
The Information Governance Group will oversee policy setting and 
implementation of this agenda. 
 
Information Security and the appropriate protection of information assets 
is the responsibility of all users and individuals are expected at all times 
to act in a professional and responsible manner whilst conducting Trust 
business.  All staff are responsible for information security and remain 
accountable for their actions in relation to NHS and other UK 
Government information and information systems. Staff shall ensure that 
they understand their role and responsibilities, and that failure to comply 
with this policy or result in a breach of data protection law and 
regulations may result in disciplinary action. This will be reinforced by 
yearly mandatory training.  
 
This policy is applicable to any contractors or external agencies that 
have cause to handle personal information on behalf of the Trust.  They 
must therefore ensure that data protection standards are met.  
  
All care groups/departments have the responsibility to ensure their staff 
completes information governance training on an annual basis via the 
mandatory training programme as well as by other bespoke methods of 
training on request. 
 

6. Associated documentation and references 
 
This policy should be read in conjunction with all Informatics policies found on 
the Intranet Policy website including: 
 

 Data Protection Act 2018 

 Network and Information Systems Regulations (NIS) 2018 

 General Data Protection Regulations (GDPR) 2016/679 

 The Computer Misuse Act 2000 
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 ISO 27001 The Code of Practice for Information Security Management 

 Confidentiality Code of Practice 
 

This policy should be read in conjunction with policies found under Information 
Governance policies on the Trust website and include: 
 

 Email And Internet Use and Monitoring Policy 

 Information Assurance Policy 

 Accountability Policy for the Management of Health Records 

 Records Management Policy 

 Personal Information and Confidentiality Policy 
 

7.   Training and Resources 
 
The implementation of policies in this area will be carried out across the Trust 
by all involved staff and will be led by the Information Security Officer and the 
Information Assurance Manager at the Trust. 
 
Reference will be made to all policies during the mandatory information 
governance training, which all staff should attend on an annual basis. 

 
 8. Monitoring and Audit 

 
The Information Governance Group is the Trust Committee with responsibility 
for the formulation of information governance policies and approval of work 
programmes.  This group has senior level representation from all appropriate 
areas to ensure the Trust steers this agenda appropriately.   
 
The DSPT will be used by the Trust to conduct baseline audit and construct 
action plans for future compliance with this agenda.    

 
The Risk Manager will maintain a Trust corporate risk register which is 
populated on the Datix system and is the responsibility of all staff within the 
organisation. 

 
9.0  Equality and Diversity 

 
Trust is committed to an environment that promotes equality and embraces 
diversity in its performance as an employer and service provider. It will adhere 
to legal and performance requirements and will mainstream equality and 
diversity principles through its policies, procedures and processes. This policy 
should be implemented with due regard to this commitment. 
  
To ensure that the implementation of this policy does not have an adverse 
impact in response to the requirements of the Equality Act 2010 this policy 
has been screened for relevance during the policy development process and 
a full equality impact analysis conducted where necessary prior to 
consultation.  The Trust will take remedial action when necessary to address 
any unexpected or unwarranted disparities and monitor practice to ensure that 
this policy is fairly implemented.   

  



Royal Liverpool and Broadgreen University Hospitals NHS Trust 

Information Assurance Manager 
EQMS 3628 V14 Secure Transfer of Information Policy 
 19  

This policy and procedure can be made available in alternative formats on 
request including large print, Braille, moon, audio, and different languages.  
To arrange this please refer to the Trust translation and interpretation 
policy and the Accessible Publications Policy in the first instance.  
  
The Trust will endeavour to make reasonable adjustments to accommodate 
any employee/patient with particular equality and diversity requirements in 
implementing this policy and procedure.  This may include accessibility of 
meeting/appointment venues, providing translation, arranging an interpreter to 
attend appointments/meetings, extending policy timeframes to enable 
translation to be undertaken, or assistance with formulating any written 
statements. 

9.1 Recording and Monitoring of Equality and Diversity 

The Trust understands the business case for equality and diversity and 
will make sure that this is translated into practice. Accordingly, all policies 
and procedures will be monitored to ensure their effectiveness.  
  
Monitoring information will be collated, analysed and published on an 
annual basis as part of our Single Equality and Human Rights 
scheme.  The monitoring will cover all strands of equality legislation and 
will meet statutory employment duties under race, gender and disability.  
Where adverse impact is identified through the monitoring process the 
Trust will investigate and take corrective action to mitigate and prevent 
any negative impact. 
  
The information collected for monitoring and reporting purposes will be 
treated as confidential and it will not be used for any other purpose. 

 

http://rq6eqms01/lcgqeqms/Administrator/LoadDocADM.asp?ID=130&Ext=True&CCID=1
http://rq6eqms01/lcgqeqms/Administrator/LoadDocADM.asp?ID=130&Ext=True&CCID=1
http://rq6eqms01/lcgqeqms/Administrator/LoadDocADM.asp?ID=5768&Ext=True&CCID=1
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Appendix 1 – Glossary of Terms 

 
PAS – Patient administration system 
 
DSPT – Data Security and Protection Toolkit 
 
GDPR – General Data Protection Regulations 
 
ICO – Information Commissioner’s Office 
 
Special category information – racial or ethnic origin; political opinions; 
religious or philosophical beliefs; trade union membership; genetic and 
biometric data  
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Appendix 2 - Guidance on the use of Telecommunications (request for 
personal information via the telephone) 

 
When personal information is requested via the telephone, the following 
guidelines need to be followed: 
 

 Confirm the name, job title, department and organisation of the person 
requesting the information. 

 

 Confirm the reason for the information request if appropriate. 
 

 Take a contact telephone number e.g. main switchboard number 
(never a direct line or mobile telephone number). 
 

 Check whether the information can be provided. If in doubt, tell the 
enquirer you will call them back. 
 

 Provide the information only to the person who has requested it. (Do 
not leave messages). 
 

 Ensure that you record your name, date and the time of disclosure, the 
reason for it and who authorised it. 

 
General Precautions 
 
Whenever using the telephone to discuss patient identifiable information, the 
following precautions should always be followed: 
 

 Do not give out addresses or phone numbers; ask the caller to provide 
this information. Do not reveal what is currently on the record. 
 

 Provide only the clinical information as necessary. 
 

 If you can be overheard, try to minimise the amount of information 
given out – do not repeat names or details given to you. 

 
If you are suspicious of the caller, state that you are not authorised to provide 
the information, take the details and inform your line manager of the situation. 
 
Also record the recipient’s name, job title, organisation and telephone number. 
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Appendix 3 - Example Disclaimers for Faxing 

 
‘This message is confidential and is intended solely for the use of the 
individual or entity to whom they are addressed.  If you have received this 
message in error please notify the sender and dispose of any paper copies in 
a confidential manner.’ 
 
“This communication contains information, which is confidential and may also 
be privileged.  It is for the exclusive use of the intended recipient(s).  If you are 
not the intended recipient(s) please note that any form of distribution, copying 
or use of this communication or the information in it is strictly prohibited and 
may be unlawful.  If you have received this communication in error please 
return it to the sender and dispose of any paper copies in a confidential 
manner.” 
 
“This facsimile may contain confidential information and is intended for the 
use of the addressee. If you are not the addresses, or the person responsible 
for delivering it to the person addressed you may not copy it or deliver it to 
anyone else. If you receive this facsimile by mistake please notify us 
immediately on the above telephone number.” 
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Appendix 4 - Trust Disclaimer for E-Mail 

 

Disclaimer: Any views or opinions presented are solely those of the author 
and do not necessarily represent those of the Royal Liverpool and Broadgreen 
University Hospitals (NHS) Trust. 

This e-mail may contain confidential and/or proprietary Trust information some 
or all of which may be legally privileged. It is for the intended recipient only. If 
any addressing or transmission error has misdirected this e-mail, please notify 
the author by replying to this email and destroy any copies. If you are not the 
intended recipient you must not use, disclose, distribute, copy, print, or rely on 
this e-mail. 

The information contained in this email may be subject to public disclosure 
under the Freedom of Information Act 2000. Unless the information is legally 
exempt from disclosure, the confidentiality of this e-mail and your reply cannot 
be guaranteed. 

The Trust may monitor outgoing and incoming e-mails and other 
telecommunications on its e-mail and telecommunications systems. By 
replying to this e-mail you give your consent to such monitoring. 
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Appendix 5 - Example Fax Header Sheet 

 
Please put your Department here: Prescot Street, Liverpool L7 8XP. 

 
Place your Fax Number here: 

 
 

FAO:  

ADDRESS:  

   

FROM:  

   

TEL:   

DATE:  

 
Please put in Number of sheets including Cover Sheet 
 
 
 
DISCLAIMER: This fax may contain confidential and/or proprietary information 
some or all of which may be legally privileged.  It is for the intended recipient 
only. If any addressing or transmission error has misdirected this fax, please 
notify the author by replying to this fax and destroy any copies.  If you are not 
the intended recipient you must not use, disclose, distribute, copy, print, or 
rely on this fax. 
 
 

Message: 
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Appendix 6 – Fax Risk Assessment 
 
A risk assessment will be undertaken for each fax machine that is used to 
send or receive patient identifiable information.  
 
That risk assessment will cover: - 

 

 Location of the machine, 

 Access to the machine, 

 Procedures covering the receipt of patient identifiable information, 

 Procedures covering the despatch of patient identifiable information, 

 Housekeeping standards (e.g. stored fax numbers, fault reporting, 
consumables). 

 
 

It will be undertaken in 3 steps, using the attached documentation:- 
 

Step 1 “Risk Assessment checklist” – used to identify the potential for a 
breach in confidentiality. 
 
Step 2 “Risk Assessment” – undertaken when stage 1 has identified the 
potential for a breach. This will produce a “risk score” by assessing the 
“consequence and possibility” of each risk. 
 
Step 3 “Detailed Risk Assessment” – undertaken when a risk scores above 4. 
This will identify the measures that will be put in place to manage the risk. 

 
Step 4 Risk action plan – Summary of risk, action to be taken and target time. 
Copies of above should be sent to Helen Ballinger – Risk Manager. 
 
Clarification of Risk Definitions can be found in ‘Risk Assessment Guidelines’ 
produced by Helen Ballinger, Risk Manager. 
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STEP 1 - RISK ASSESSMENT CHECKLIST 
 
Area to be assessed:____________________________Fax Number__________________ 
 

Patient Identifiable Information Confidentiality Risks Delete if not 
applicable 

   

1 Risk of public accessing information    

   

1.1   Is the fax machine located in a public area?  YES NO 

1.2   Is the fax machine visible from a public area?  YES NO 

1.3   Is the fax machine left unattended at any time?  YES NO 

1.4  Are incoming faxes left on or around the fax machine ? YES NO 

1.5  Are sent faxes left on or around the fax machine ? YES NO 

   

   

   

2 Risk of fax being sent to the wrong recipient   

   

2.1    Does the fax machine have a memory for storing recipients fax numbers?  YES NO 

2.2    Are recipients fax numbers entered each time a fax is sent?  YES NO 

2.3    Are fax numbers always checked with recipients to ensure they are correct?  NO YES 

   

   

   

3 Risk of fax not being received    

   

3.1    Does the fax machine have a paper supply?  YES NO 

3.2    Does the fax machine require printing consumables (ink drum, toner)?  YES NO 

3.3    Is the fax machine power supply turned off at any time?  YES NO 

3.4    Does the fax machine have a tray to collect received faxes?  NO YES 

   

   

   

4 Risk of other staff accessing information   

   

4.1    Do other non-directorate / dep’t staffs have access to the fax machine?  YES NO 

4.2    Is the fax machine kept in a locked room when unattended?  NO YES 

   

   

   

 
If shaded column has any responses not deleted, then Step 2 risk assessment form needs to be 
completed. 
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STEP 2 - RISK ASSESSMENT 

 

 
Department: ______________________________ Location: ____________________________   
 
Assessor:_________________________________ 
 
Date: ___________________  Page Number: ______________________   Manager: __________________________________________________ 
 

RISKS IDENTIFIED: 
 

CONTROL MEASURES ALREADY 
IN PLACE 

  Likelihood 
  
1 – extremely unlikely 
2= unlikely 
3 - possible 
4 – somewhat likely 
5 – very likely 

Severity 
 
1  =  Insignificant 
2  =  Minor 
3  =  Moderate 
4  =  Major  
5  =  Catastrophic 

Risk 
Rating 
 
Very Low 
Low  
Moderate or 
High  

Further 
Assessment 
Required 
Y/N (YES 
PROVIDED RISK 
RATING NOT VERY 
LOW OR 
CONSEQUENCE 
WAS NOT 
INSIGNIFICANT) 
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STEP 3 - DETAILED RISK ASSESSMENT 
 

Department/Location: __________________________________ Date:_________________ Assessor: 
____________________________    
Risk Assessed: _________________________________________________________ 

RISK Consequence Probability Risk Rating 
 

1  

2  

3  

4  

5  

RISK POTENTIAL SCORE    

FACTORS WHICH INCREASE RISK  

1  

2  

3  

4  

CONTROLS NEEDED TO REDUCE POTENTIAL (in order of priority) 

1  

2  

3  

4  

REVISED SCORE IF CONTROLS PUT IN PLACE    

OTHER MEASURES RECOMMENDED 

1  

2  

3  

4  

REVIEW DATE:                                                                                                    MANAGER: 
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 Risk Assessment 
(example: Manual 
Handling/VDU etc) 
 

 
 
 

 Date of this assessment  

 Date of last assessment  

ACTION PLAN 

No Action Required Priority Action By Target Date Completion 
Date 

      

      

      

      

      

 
Department/Directorate  _________________________________________ Location  ___________________________________________ 

Assessor  _________________________________________ Designation  ___________________________________________ 
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Appendix 7 – DSP SIRI Incident Classification 
 

The following process should be followed to categorise an IG SIRI on the DSP 
Toolkit. 
 

Step 1: Establish the scale of the incident. If this is not known it will be 
necessary to estimate the maximum potential scale point 

  Baseline Scale 

0 Information about less than 10 individuals 

1 Information about 11 – 50 individuals 

1 Information about 51 – 100 individuals 
2 Information about 101 – 300 individuals 

2 Information about 301 – 500 individuals 

2 Information about 501 – 1,000 individuals 

3 Information about 1,001 – 5,000 individuals 

3 Information about 5,001 – 10,000 individuals 

3 Information about 10,001 – 100,000 individuals 

3 Information about 100,001 + individuals 
 

Step 2: Identify which sensitivity characteristics may apply and the baseline 
scale point will adjust accordingly 
 

Sensitivity Factors (SF) modify baseline scale 

  

Low: For each of the following factors reduce the baseline score by 1 

-1 for each 

No clinical data at risk 

Limited demographic data at risk e.g. address not included, name not 
included 

Security controls/difficulty to access data partially mitigates risk 
 

Medium: The following factors have no effect on baseline score 

 
 

0 

Basic demographic data at risk e.g. equivalent to telephone directory 

Limited clinical information at risk e.g. clinic attendance, ward handover 
sheet 

 

High: For each of the following factors increase the baseline score by 1 

+1 for each 

Detailed clinical information at risk e.g. case notes 

Particularly sensitive information at risk e.g. HIV, STD, Mental Health, 
Children 

One or more previous incidents of a similar type in past 12 months 
Failure to securely encrypt mobile technology or other obvious security 
failing 

Celebrity involved or other newsworthy aspects or media interest 

A complaint has been made to the Information Commissioner 
Individuals affected are likely to suffer significant distress or 
embarrassment 

Individuals affected have been placed at risk of physical harm 
Individuals affected may suffer significant detriment e.g. financial loss 

Incident has incurred or risked incurring a clinical untoward incident 
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Step 3: Where adjusted scale indicates that the incident is level 2, the 
incident will be reported to the ICO and DH automatically via the IG Incident 
Reporting Tool 
 

Final Score Level of SIRI 

 1 or less  Level 1 IG SIRI (Not Reportable) 

 2 or more  Level 2 IG SIRI (Reportable) 
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Appendix 8 – Document Version History 
 

Version Date Comments Author 

1 02/02/2004 Approved by the Information 
Governance Group 

N Morgan 

2 02/02/2005 Amendments made and 
reviewed and approved by the 
Information Governance Group 

N Morgan 

3 30/03/2006 Notes new IGT standards. 
 

N Morgan 

4 05/02/2007 Formatted to new Trust 
standard 

A Penketh 

4.1 15/03/2008 Policy updated: NHSmail S Buxton 

5 26/01/2009 Section 2.3, 2.4 and 5 have 
been updated to include 
requirements of David Nicholson 
letter such as encryption. 

S Buxton 

6 17/08/11 Amendments to sections 2, 4.2, 
4,3, 4.6, 4.17 and added 4.18 
and 4.19 

Information 
Assurance Manager 

7 13/05/2013 Amendments in section 4.4, 4.7 
and 4.10 

Information 
Assurance Manager 

8 01/03/2016 No change – needs review in 6 
months 

Helen Ballinger 

9 14/03/2016 No change – needs review in 6 
months 

Helen Ballinger 

10 26/09/2016 Amendments in fax 
communications, inclusion of 
SIRI calculations 

Information 
Assurance Manager 

11 20/07/2018 Doc control table – Distribution 
Text amended to follow Trust 
Policy Template. 

Helen Vormawah 

12 14/01/2019 Update of GDPR and DPA 2018 
and minor amendments 

Information 
Assurance Manager 

13 17/01/2019 Review Date Incorrect - 
Amended 

Information 
Assurance Manager 

14 28/02/2019 ED pro forma completed and 
amendments to section 5 and 6. 

Information 
Assurance Support 
Officer 
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