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1. 0 Introduction 
 

The purpose of this policy is to define standards, procedures, and restrictions 
for end users who have legitimate requirements to access Trust data from a 
mobile device connected to an unmanaged network outside of the Trust’s 
direct control.  
 
This mobile device policy applies to, but is not limited to, all devices and 
accompanying media that fit the following device classifications:  
 

 Laptop/notebook/tablet computers.  

 Mobile devices  

 Smartphones & IPhones  

 IPad  

 Any mobile device capable of storing corporate data and connecting to 
an unmanaged network. 
 
 

As such, it is essential that all such devices are covered by appropriate 
security controls in compliance with the General Data Protection Regulations 
(GDPR) 2016/679, Data Protection Act 2018 and ISO27001: Code of Practice 
for Information Security. 
 
This policy also covers the use of mobile devices to .deliver remote access 
video Consultation from non-Trust premises (including at home). 
 
This Policy forms part of staff members’ contractual obligations and code of 
conduct. 

 
2. 0 Objective 

 

The prime goal of this policy is to protect the integrity of person identifiable 
data (PID) and confidential Trust data that resides within the Trust’s IT 
infrastructure. This policy intends to prevent this data from being deliberately 
or inadvertently stored insecurely on a mobile device or carried over an 
insecure network where it can potentially be accessed by unsanctioned 
resources. A breach of this type could result in loss of information, damage to 
critical applications, loss of revenue, and damage to the Trust public image. 
Therefore, all users using a mobile device connected to an unmanaged 
network outside of the Trust’s direct control to backup, store, and otherwise 
access Trust data of any type must adhere to company defined processes for 
doing so. 

 
3.0 Scope of Policy 

 

This policy applies to all employees, including full and part-time staff, 
contractors, freelancers, and other agents who use mobile devices to access, 
store, back up, relocate or access any organisation or client-specific data. 
Such access to this confidential data is a privilege, not a right, and forms the 
basis the Trust has built with its partners. Therefore, employment at the Trust 
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does not automatically guarantee the initial and ongoing ability to use these 
devices to gain access to corporate networks and information. 
 
 It addresses a range of threats to, or related to the use of, Trust data: 

  

Threat 
 

Description  

Loss  Devices used to transfer or transport work files could 
be lost or stolen.  

Theft  Sensitive corporate data is deliberately stolen and 
sold by an employee.  

Copyright  Software copied onto a mobile device could violate 
licensing.  

Malware  Viruses, Trojans, Worms, Spyware and other threats 
could be introduced via a mobile device.  

Compliance  Loss or theft of financial and/or personal and 
confidential data could expose the enterprise to the 
risk of non-compliance with various identity theft and 
privacy laws.  

 

Addition of new hardware, software, and/or related components to provide 
additional mobile device connectivity will be managed at the sole discretion of 
IT. Non-sanctioned use of mobile devices to back up, store, and otherwise 
access any Trust-related data is strictly forbidden.  
 
This policy is complementary to any previously implemented policies dealing 
specifically with data access, data storage, data movement, and connectivity 
of mobile devices to any element of the Trust’s network. 

 
4.0 Policy and Appropriate Use 

 

It is the responsibility of any employee who uses a mobile device to access 
Trust resources to ensure that all security procedures normally used in the 
management of data on conventional storage infrastructure are also applied 
here. It is imperative that any mobile device that is used to conduct Trust 
business be used appropriately, responsibly, and ethically. Failure to do so 
will result in immediate suspension of that user’s account. Based on this, the 
following rules must be observed: 

 
4.1 Connectivity 
 

Connectivity of all mobile devices will be centrally managed by the IT 
department and will utilise authentication and strong encryption 
measures. Although IT is not able to directly manage external devices 
– such as home PCs – which may require connectivity to the Trust 
network, end users are expected to adhere to the same security 
protocols when connected to non-Trust equipment. Failure to do so will 
result in immediate suspension of all network access privileges so as to 
protect the Trust infrastructure. 
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4.2 Access Control 
 

1. IT reserves the right to refuse, by physical and non-physical means, 
the ability to connect mobile devices to the Trust infrastructure. IT 
will engage in such action if it feels such equipment is being used in 
such a way that puts the Trust systems, data, users, and clients at 
risk. 
 

2. Prior to initial use on the Trust network or related infrastructure, all 
mobile devices must be registered with IT. The Trust will maintain a 
list of approved mobile devices and related software applications 
and utilities. Devices that are not on this list may not be connected to 
the Trust’s infrastructure. If your preferred device does not appear 
on this list, contact the help desk at Servicedesk@rlbuht.nhs.uk or 
ext 5499. Although IT currently allows only listed devices to be 
connected to Trust infrastructure, it reserves the right to update this 
list in future. 

 
3. End users who wish to connect mobile devices to non-Trust network 

infrastructure to gain access to Trust data must employ, for their 
devices and related infrastructure, a Trust-approved security solution 
and any other security measure deemed necessary by the IT 
department. Trust data is not to be accessed on any hardware that 
fails to meet the Trust’s security standards. 

 
4. All mobile devices attempting to connect to the Trust network 

through an unmanaged network (i.e. the Internet) will be inspected 
using technology centrally managed by the IT department. Devices 
that have not been previously approved by IT, or are not in 
compliance with IT security policies, or represent any threat to the 
Trust network or data will not be allowed to connect.  

 
5. Laptop computers may only access the Trust network and data 

using Direct Access or in exceptional circumstances a Virtual Private 
Network. Smart mobile devices such as tablets will access the 
network and data using Direct Access. Smartphones however can 
only access emails via Airwatch. All “apps” consumed on trust 
devices should be from trust approved sources.  IT reserves the right 
to wipe device with apps and data.  IOS and android OS updates 
should only be actioned by the user with approval via IT operations 
team. 
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4.3  Security 
 

1. Employees using mobile devices and related software for network 
and data access will, without exception, use secure data 
management procedures. All mobile devices must be protected by a 
strong password, and all data stored on the device must be 
encrypted using strong encryption. See the password policy for 
additional background. Employees agree to never disclose their 
passwords to anyone, particularly to family members if Trust work is 
conducted from home. 
 

2. All users of mobile devices must employ reasonable physical 
security measures. End users are expected to secure all such 
devices used for this activity whether or not they are actually in use 
and/or being carried. This includes, but is not limited to, passwords, 
encryption, and physical control of such devices whenever they 
contain Trust data. 

 
3. When disposing of mobile devices, all Trust owned portable devices 

must be returned to the Trust for secure disposal. A call should be 
logged with the IT Service desk who will co-ordinate the request. 
The portable device, including all removable memory/media devices, 
will be securely disposed in accordance with the Trust’s Secure 
Disposal of Media Policy requirements. 

 
4. Passwords and other confidential data as defined by the IT 

department are not to be stored unencrypted on mobile devices. 
 

5. Any mobile device that is being used to store the Trust’s data must 
adhere to the authentication requirements of the IT department. In 
addition, all hardware security configurations must be pre-approved 
before any removable memory/media devices can be connected to 
it. This includes cloud based storage, this will be disabled on IPads 
and IPhones. All staff utilising portable devices must ensure that any 
data stored on the device be backed up onto a Trust network 
resource to ensure, in the advent of such incidents as hardware 
failure, that no data is lost. 

 
6. IT will manage security policies, network, application, and data 

access centrally using whatever technology solutions it deems 
suitable. Any attempt to breach or bypass said security 
implementation will be deemed an intrusion attempt and will be dealt 
with in accordance with the ‘Policy Non-Compliance’ section of this 
document. 

 
7. Employees, contractors, and temporary staff will follow all Trust data 

removal procedures to permanently erase Trust-specific data from 
mobile devices once their use is no longer required. 
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8. In the event of a lost or stolen mobile device it is compulsory for the 
user to report this to IT immediately. The device will be remotely 
wiped of all data and locked to prevent access by anyone other than 
IT. If the device is recovered, it can be submitted to IT for re-
provisioning. 

 
9. Usage of location-based services and mobile check-in services, 

which leverage device GPS capabilities to share real-time user 
location with external parties, is prohibited within the Trust premises. 

 
10. Users must connect device to the Trust network at a maximum 

interval’s of 30 days and where possible every 7 days for the critical 
application of security and anti-virus updates to be applied. Devices 
are monitored and automatic notifications sent to IT where devices 
have not connected over the 90 day period. 

 
4.4  Help and Support 
 

1. The IT department will support its approved hardware and software, 
but is not accountable for conflicts or problems caused by the use of 
unauthorised media, hardware, or software. This applies even to 
devices already known to the IT department. 
 

2. Employees, contractors, and temporary staff will make no 
modifications of any kind to Trust-owned and installed hardware or 
software without the express approval of the IT department. This 
includes, but is not limited to, any reconfiguration of the mobile 
device. 

 
3. IT reserves the right, through policy enforcement and any other 

means it deems necessary, to limit the ability of end users to transfer 
data to and from specific resources on the Trust network. 

 
4.5  Organisational Protocol 
 

1. The IT department will establish audit trails and these will be 
accessed, published and used without notice. Such trails will be able 
to track the attachment of an external device to a PC, and the 
resulting reports may be used for investigation of possible breaches 
and/or misuse. The end user agrees to and accepts that his or her 
access and/or connection to the Trust’s networks may be monitored 
to record dates, times, duration of access, etc., in order to identify 
unusual usage patterns or other suspicious activity. This is done in 
order to identify accounts/computers that may have been 
compromised by external parties. In all cases, data protection 
remains the Trust’s highest priority. 
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2. The end user agrees to immediately report to his/her manager and 
IT department any incident or suspected incidents of unapproved 
data access, data loss, and/or disclosure of company resources, 
databases, networks, etc. The IT department is available 24/7 and in 
the event of loss or theft IT should be immediately informed.  To that 
end no data should be stored locally and it is the end users 
responsibility to inform IT of loss 

 
3. Every mobile device user will be entitled to a training session around 

this policy. While a mobile device user will not be granted access to 
Trust resources using a mobile device without accepting the terms 
and conditions of this policy, employees are entitled to decline 
signing this policy if they do not understand the policy or are 
uncomfortable with its contents. 

 

4. Any questions relating to this policy should be directed to IT. 

 
4.6  Remote Access Video Consultation 
 

Where Remote Access from non-Trust premises or from home is used 
for video Consultation the following should be adhered to: 

 The room in which the video consultation occurs should be 
private and no interruptions should occur whilst in Consultation 
with the Patient. 

 Telephones (including land-lines in the room should be placed in 
silent mode whilst in Consultation. 

 The view from the video camera should not include any objects 
e.g. paintings or ornaments etc. that could upset the patient or 
be inappropriate in nature. 

 Individuals may which to ensure that personal items such has 
family pictures are not visible. 

 Whilst conducting video consultation, the clinician should be 
appropriately dressed in attire suitable for the work place. 

 The Consultation should not be recorded 
 
4.7  Policy Non-Compliance 

 
Failure to comply with the Mobile Device Acceptable Usage Policy 
may, at the full discretion of the organisation, result in the suspension 
of any or all technology use and connectivity privileges, disciplinary 
action, and possibly termination of employment. 
 
The Chief Information Officer will be advised of breaches of this policy 
and will be responsible for appropriate remedial action which may 
include disciplinary action, including suspension or termination of 
employment. 
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In relation to remote access video consultation, the Medical Director 
will be advised of breaches of the policy and will be responsible for 
appropriate remedial action which may include disciplinary action, 
including suspension or termination of employment. 
 

5.0 Roles and Responsibilities 
 

The Information Assurance Manager is responsible for this policy, and for the 
operational management of data protection within the Trust. 

 
The Deputy Director of Information and Patient Access Services is 
responsible for the overall information governance agenda. 

 
The Senior Information Risk Owner (SIRO) is the Chief Information Officer 
and is accountable for information risk within the Trust and advises the Board 
on the effectiveness of information risk management across the organisation. 
Operational responsibility for Information Security shall be delegated by the 
SIRO to the Trust’s Information Assurance Manager.  All Information Security 
risks shall be managed in accordance with the Trust’s Risk Management 
Policy. 

 
The Data Protection Officer is responsible for ensuring that the Trust and its 
constituent business areas remain compliant at all times with Data Protection, 
Privacy and Electronic Communications Regulations, Freedom of Information 
Act and the Environmental Information Regulations. The Data Protection 
Officer shall: 
 

 Lead on the provision of expert advice to the organisation on all 
matters concerning the Data Protection Act, compliance, best practice 
and setting and maintaining standards 
 

 Provide a central point of contact for the Act both internally and with 
external stakeholders (including the Office of the Information 
Commissioner) 

 

 Communicate and promote awareness of the Act across the Trust 
 

 Lead on matters concerning individuals’ right to access information 
held by the Trust and the transparency agenda 

 
The Caldicott Guardian is the Deputy Medical Director and is responsible for 
ensuring implementation of the Caldicott Principles and Data Security 
Standards with respect to Patient Confidential Data. 
 

The Information Asset Owners (IAOs) are senior/responsible individuals 
involved in running the business area and shall be responsible for: 
 

 Understanding what information is held 

 Knowing what is added and what is removed 

 Understanding how information is moved 

 Knowing who has access and why 
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All Senior Managers, Heads of Department, Information Risk Owners and 
Directors, defined as Senior Responsible Owners (SROs), are individually 
responsible for ensuring that this policy and information security principles 
shall be implemented, managed and maintained in their business area. This 
includes: 
 

 Appointment of Information Asset Owners (IAO) to be responsible for 
Information Assets in their area(s) of responsibility 
 

 Awareness of information security risks, threats and possible 
vulnerabilities within the business area and complying with relevant 
policies and procedures to monitor and manage such risks 

 

 Supporting personal accountability of users within the business area(s) 
for Information Security 

 

Ensuring that all staff under their management have access to the information 
required to perform their job function within the boundaries of this policy and 
associated policies and procedures 

All employees are responsible for acting in accordance with Trust’s policies 
and procedures. 

 
5.1 General Managers/Heads of Department/All Staff 

 
General Managers/Heads of Department are responsible for ensuring 
that all staff within their departments are aware of: 
 

 This policy and its contents 

 How to obtain a copy if required 

 Their own responsibilities and obligations to comply with its 
procedures 

 To ensure that security breaches are investigated and reported in 
line with Trust procedures and within 72 hours of the incident 
occurring 

 

The Deputy Medical Director (Caldicott Guardian) and Chief Information 
Officer (CIO) have senior responsibility reporting to the Trust Board. 
 
The Information Governance Group will oversee policy setting and 
implementation of this agenda. 
 
Information Security and the appropriate protection of information assets 
is the responsibility of all users and individuals are expected at all times 
to act in a professional and responsible manner whilst conducting Trust 
business.  All staff are responsible for information security and remain 
accountable for their actions in relation to NHS and other UK 
Government information and information systems.  
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Staff shall ensure that they understand their role and responsibilities, 
and that failure to comply with this policy or result in a breach of data 
protection law and regulations may result in disciplinary action. This will 
be reinforced by yearly mandatory training.  
 
This policy is applicable to any contractors or external agencies that 
have cause to handle personal information on behalf of the Trust.  They 
must therefore ensure that data protection standards are met.  
 
All care groups/departments have the responsibility to ensure their staff 
completes information governance training on an annual basis via the 
mandatory training programme as well as by other bespoke methods of 
training on request. 
 

6.0  Associated documents and references 
 

This policy should be read in conjunction with all informatics policies found 
under Information Governance policies on the Trust website. 

 
This document has been created in accordance with the following supporting 
documents: 
 

 Data Protection Act 2018 

 Network and Information Systems Regulations (NIS) 2018 

 General Data Protection Regulations (GDPR) 2016/679 

 The Computer Misuse Act 2000 

 ISO 27001 The Code of Practice for Information Security Management 
 

7. 0  Training and Resources 
 

The implementation of policies in this area will be carried out across the Trust 
by all involved staff and will be led by the IT Operations Manager at the Trust. 
 
Reference will be made to Trust policies during the information governance 
Training.  Managers will issue the policy to staff as mobile device equipment is 
ordered and ensure they are kept updated at least annually. 
 

 8.0 Monitoring and Audit 
 

The Information Governance Group is a sub group of the Trust Committee 
and has responsibility for the formulation of information governance policies 
and approval of work programmes.  This group has senior level representation 
from all appropriate areas to ensure the Trust steers this agenda 
appropriately.   
 
The Data Security and Protection Toolkit (DSPT) will be used by the Trust to 
conduct baseline audit and construct action plans for future compliance with 
this agenda.    
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8.1 Recording and Monitoring 
 
The DSPT will be used by the Trust to conduct baseline audit and work 
programs in the individual areas will be created by adherence to the 
DSPT standards and to the national standards appropriate to the 
individual field of activity. 

  
Minimum 
requirement 
to be 
monitored 

Process 
for 
monitoring 
e.g audit 

Responsible 
individual / 
group/ 
committee 

Frequency 
of 
monitoring 

Responsible 
individual / 
group / 
committee for 
review of 
results 

Responsible 
individual / 
group/ 
committee 
for 
development 
of action plan 

Responsible 
individual / 
group / 
committee for 
monitoring of 
action plan and 
implementation 

Relevance of 
policy to 
Trust needs 

Audit / 
Review 

IGG Bi-
Annually 

IGG IGG IGG 

 
9.0 Equality and Diversity 

 

The Trust is committed to an environment that promotes equality and 
embraces diversity in its performance as an employer and service provider. It 
will adhere to legal and performance requirements and will mainstream 
equality and diversity principles through its policies, procedures and 
processes. This policy should be implemented with due regard to this 
commitment. 
  
To ensure that the implementation of this policy does not have an adverse 
impact in response to the requirements of the Equality Act 2010 this policy 
has been screened for relevance during the policy development process and 
a full Equality Impact Analysis conducted where necessary prior to 
consultation.  The Trust will take remedial action when necessary to address 
any unexpected or unwarranted disparities and monitor practice to ensure that 
this policy is fairly implemented.   
  
This policy and procedure can be made available in alternative formats on 
request including large print, Braille, moon, audio, and different languages.  .  
To arrange this please refer to the Trust translation and interpretation 
policy and the Accessible Publications Policy in the first instance.  
  
The Trust will endeavour to make reasonable adjustments to accommodate 
any employee/patient with particular equality and diversity requirements in 
implementing this policy and procedure.  This may include accessibility of 
meeting/appointment venues, providing translation, arranging an interpreter to 
attend appointments/meetings, extending policy timeframes to enable 
translation to be undertaken, or assistance with formulating any written 
statements. 
 
 

 

http://rq6eqms01/lcgqeqms/Administrator/LoadDocADM.asp?ID=130&Ext=True&CCID=1
http://rq6eqms01/lcgqeqms/Administrator/LoadDocADM.asp?ID=130&Ext=True&CCID=1
http://rq6eqms01/lcgqeqms/Administrator/LoadDocADM.asp?ID=5768&Ext=True&CCID=1
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9.1 Recording and Monitoring of Equality & Diversity  
 
The Trust understands the business case for equality and diversity and 
will make sure that this is translated into practice. Accordingly, all 
policies and procedures will be monitored to ensure their effectiveness.  

  
Monitoring information will be collated, analysed and published on an 
annual basis as part of Equality Delivery System.  The monitoring will 
cover all strands of equality legislation and will meet statutory 
employment duties under the Equality Act 2010.  Where adverse 
impact is identified through the monitoring process the Trust will 
investigate and take corrective action to mitigate and prevent any 
negative impact. 

  
The information collected for monitoring and reporting purposes will be 
treated as confidential and it will not be used for any other purpose. 
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Appendix 1- Glossary of Terms used within the document 

 

 

DA   Direct Access 
 
GPS   Global Positioning System 
 
DSPT   Data Security and Protection Toolkit 
 
PID   Person Identifiable Data 
 
GDPR   General Data Protection Regulations 
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Appendix 2 – Supply of equipment declaration 

 

Employee Declaration 
 
 
I, have read and understand the above Mobile Device Acceptable Use Policy, 
and consent to adhere to the rules outlined therein. 
 
 
 
___________________________________   _________________ 
Employee Signature      Date 
 
 
 
 
___________________________________   _________________ 
Manager Signature       Date 
 
 
 
 
___________________________________   _________________ 
IT Administrator Signature      Date 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

_____________________________________________________ 
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Appendix 3 – Document History and Version Control 

 
Document History 
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previous Portable Device, 
Removable Media and 
the Remote Access 
Policy 

S Buxton 

1 08/12/2010 Minor amendment – 
appendix A included 

Information Assurance 
Manager 

2 30/09/2011 Policy reviewed and set 
to Trust standard 

Joanne Fitzpatrick 

2 26/10/11 4.0 include 
Blackberry’s,4.8 and 5.0 
reference to IT Service 
desk, 4.12 reference to 
HIS taken out, Appendix 
A included in S6 and new 
Appendix A added 

Information Assurance 
Manager 

3 25/03/2013 Amendments to Sections 
4.4,4.5,4.8,4.12 and 
added UAG information 

Information Assurance 
Manager/IT Security 
Manager 

4 13/11/2015 Major rewrite merging the 
previous policy with the 
Mobile Device Acceptable 
Use Policy and the iPad 
Policy 

Information Assurance 
Manager/IT Security 
Officer 

5 27/04/2016 Minor amendments to 
system names  

Information Assurance 
Manager / IT 
Operations manager 

6 20/07/2018 Doc control table - 
Distribution Text 
amended to follow Trust 
Policy Template. 
 

Helen Vormawah 

7 21/07/2018 Addition of remote access 
clinical consultation 
adherence and other 
minor amendments ( Jan 
2018) / Minor 
amendments following 
discussion with IT 

Head of Patient 
Access Services and 
Head of IT / 
Information Assurance 
Manager 

8 25/02/2018 ED pro forma completed 
and amendments to 
section 5 and 6. 

Information Assurance 
Support Officer 
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